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	Clause No.
CSA – 200 Version 4.8 & CSA – 300 Version 4.2
	Requirements
	QM/Procedure no/Document no/Format no with Clause No., where a particular requirement is addressed
(CB to provide details)
	COMPLIANCE
	NABCB AT Review Comments

	
	
	
	Yes
	No
	

	Component Security Assurance (CSA)

	6.2
CSA 200
	General requirements
	
	
	
	

	6.2.3
CSA 200
	Requirement CSA.R1 – Confidentiality for ASCI and ISCI

The general confidentiality requirement in [ISO/IEC 17065] 4.5.1 SHALL be interpreted to include the requirement that neither ASCI nor ISCI shall have access to information generated during ISASecure evaluations, except by permission of the applicant, or as required to fulfil ISCI's oversight role as scheme owner.

Requirement CSA.R3 – Internal distribution for assessment reports

Procedures for report distribution internal to the chartered laboratory SHALL limit copies of test and assessment reports only to those that the chartered laboratory determines need the information to fulfil their work responsibilities.
Requirement CSA.R4 – Public availability of ISCI complaint escalation process

The [ISO/IEC 17065] requirement 4.6d) in the sub clause 4.6 Publicly available information refers to procedures for handling complaints and appeals. This information SHALL include the information about complaints to ASCI/ISCI in 6.5.3.7 of this document.

Requirement CSA.R5 – Time delay from provision of consultancy

The [ISO/IEC 17065] requirement 4.2.10 refers to the period of time between personnel having provided consultancy for a product and reviewing or making a certification decision. The minimum time period SHALL be two years.

Requirement CSA.R6 – Notification of changes to certification requirements

The chartered laboratory SHALL have processes to keep interested parties informed of changes to certification requirements (such as changes to legal agreements associated with the certification process). Since the supplier must maintain an SDLA certification in order to maintain an existing CSA certification over time, the certification body SHALL inform the holder of a CSA certification regarding changes to the SDLA certification criteria, as also required by the SDLA scheme in [SDLA-200]. The certification body SHALL also inform the supplier of changes to other CSA certification criteria, as these changes will affect certification of upgrades (as defined in 3.1.24) of a certified component in accordance with [CSA-301], so will be required by the supplier for planning purposes.
	
	
	
	

	6.3
CSA 200
	Structural requirements
	
	
	
	

	6.3.3
CSA 200

	Requirement CSA.R7 – Organizational affiliations

The personnel of the separate legal entity shall not be involved in the management of the certification body, the review, or the certification decision.

Requirement CSA.R8 – Financial affiliations 

A chartered laboratory or a major owner of the chartered laboratory SHALL NOT:
· provide significant financing to a supplier or to a major user of auditable products;
· be a major owner of a supplier or of a major user of auditable products;

A chartered laboratory SHALL NOT:
· receive significant financing from a supplier or from a major user of auditable products, or their major owners;
· have as a major owner, an organization that is a supplier or a major user of auditable products, or a major owner of such an organization;

A person involved in the management of the certification body, the review, or the certification decision for the chartered laboratory SHALL NOT have a significant financial interest in a supplier or major user of auditable products.

Requirement CSA.R9 – Chartered laboratory sales and purchases
The following requirements apply to a chartered laboratory regarding its sales and purchase activities:
· [bookmark: _GoBack]A chartered laboratory SHALL NOT have significant sales of any products or services to suppliers of auditable products, other than certification services;
· A chartered laboratory SHALL NOT sell auditable products;
· Prices and agreements related to any products or services that a chartered laboratory purchases from a supplier of auditable products SHALL NOT have dependencies on related certification activity.
	
	
	
	

	6.4
CSA 200
	Resource requirements
	
	
	
	

	6.4.3.1
CSA 200
	Personnel Qualifications

Requirement CSA.R10 – FSA-C and SDA-C auditor minimum qualifications

The minimum qualifications for personnel that are responsible for evaluation to FSA-C and SDA-C requirements SHALL include those specified in Table 4 (CSA 200). 

The level of knowledge required for IEC 62443 as indicated in the last row of Tables 4-5 (CSA 200), SHALL at a minimum be sufficient for the individual to prepare and present a one-hour overview on the scope of application and contents of the standard, and be capable of quickly finding the answers to questions about what the standard requires on a particular topic, if given access to the text of the standard. For the other security standards and practices listed in the table, the level of knowledge required SHALL at a minimum be equivalent to 8 hours of training on the standard or practice.

If the individual meets all qualifications for an auditor role that use the term “control systems,” then the professional certification qualification may be initially met if the individual achieves the equivalent of a professional certification from lists shown in the above table, with the exception of any certification qualification for a minimum duration of cybersecurity experience. If the chosen certification offers formal recognition for individuals meeting all certification criteria, but without sufficient experience to achieve the full certification (for example as "Associate of ISC2" for CISSP), the individual SHALL obtain this recognition to initially satisfy this professional certification qualification. 
In all cases, to remain qualified after this initial qualification is achieved, the chartered lab SHALL plan and monitor the individual’s progress toward a full professional certification equivalent to one on the specified lists. Several of these professional certification programs offer a “starter” credential that does not require experience, where the full credential may be earned later. Other programs do not have an experience requirement.

Requirement CSA.R11 – Chartered laboratory requirement for personnel with full professional certifications

Two years after a chartered laboratory receives initial CSA accreditation, all CSA certification evaluations toward CSA certificates issued by the chartered laboratory SHALL be performed under the technical oversight of individuals holding a relevant professional certification as specified in the second row of Table 4 or Table 5. 
NOTE The requirements CSA.R10 and CSA.R12 imply that a chartered laboratory may initiate certification operations before their auditors/evaluators have met the experience requirement for a full professional certification listed under those requirements. CSA.R11 requires that ultimately, lead auditors/evaluators must meet these experience requirements and fully achieve one of these professional certifications.

Requirement CSA.R12 – VIT-C lead evaluator minimum qualifications

The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that that are responsible for the technical aspects of VIT testing and interpretation of results shall include those specified in Table 5 (CSA 200).

Requirement CSA.R13 – Currency of skills and knowledge

Staff training SHALL BE kept up-to-date and staff SHALL keep up-to-date of current normative specification issues (includes participation in technical groups or committees).
	
	
	
	

	6.5
CSA 200
	Process requirements
	
	
	
	

	6.5.3.1
CSA 200
	Application
	
	
	
	

	6.5.3.1.1
CSA 200
	Process requirements
Requirement CSA.R14 – Determining application of specifications 
The [ISO/IEC 17065] requirement 7.1.3 in clause 7 Process requirements refers to persons or committees who provide the chartered laboratory with explanations as to the application of the ISASecure specifications. This role SHALL be fulfilled by the ISCI Technical Steering Committee.

Requirement CSA.R15 – Determining applicant eligibility 
The chartered laboratory SHALL be responsible for determining whether a product presented by a potential client meets the scope for a CSA certification, and which component type(s) apply to the product (software application, embedded device, host device, network device). The chartered laboratory MAY request guidance from ISCI in this matter. If the client does not concur with the decision of the chartered laboratory, they MAY use the compliant escalation process described in Requirements CSA.R41 and CSA.R42.
	
	
	
	

	5.1
CSA – 300
	Certification level and version
Requirement ISASecure_C.R1 – Application for a certification level 
When a supplier applies for certification of a component, the certification applicant SHALL specify the maximum capability security level for which they would like to achieve component certification. The levels possible are 1, 2, 3, or 4. The certifier SHALL award certification to a component at the highest level for which the component qualifies, up to this maximum level. 
Requirement ISASecure_C.R2 – Prior certifications 
When applying for ISASecure certification of a component, the applicant SHALL specify one of: 
• this is an initial certification 
• this component or an earlier version has achieved an ISASecure certification, which is offered as evidence toward this certification. 

NOTE As discussed in Clause 1, the separate document [CSA-301] defines certification criteria for the second case.
	
	
	
	

	5.2
CSA – 300
	Initial certification
Requirement ISASecure_C.R4 – ISASecure application requirements for an initial certification 
Items specified as follows SHALL be submitted to the ISASecure CSA certification process by an applicant for an initial certification: 
a) List of essential functions of the component, in accordance with the definition in 3.1.6, including (optionally) a list of events where associated event record data is considered to be essential history data 
b) Component product hardware and/or software, that is or will be unambiguously identifiable and specifiable by an end customer for procurement, in a hardware/software configuration that enables all of the procured software functionality of the product (for certifier testing under FSA-C and VIT-C) 
c) End user documentation for the component, (printed, on-line or otherwise) that is delivered along with, or made available to, an end customer who purchases the product submitted for certification 
d) List of end user accessible interfaces and implemented IP protocols, which should include all interfaces such that: 

· the supplier recommends the interface to customers as suitable for use during operation or maintenance; and 
· the interface supports any IP protocol, for operation or instrumentation; and 
· connection to the interface can occur without physical reconfiguration of the normal operational configuration. 
e) Description of any intended component defensive behavior, which is information for each IP protocol supported by the component, that indicates one of: 
· traffic received under that protocol is not subject to rate limiting, in other words the design of the component does not distinguish between rates of incoming traffic 
· traffic received by the component is subject to rate limiting. 
f) other technical items as required by the specifications listed in Clause 2; and 
g) administrative and potentially additional technical items defined by the certifier. 
[SDLA-312] contains lists of requirements on component development process that a certifier assesses for SDLPA-C and SDA-C. [CSA-311] contains the security functions list that is assessed by component type, for FSA-C. [SSA-420] defines requirements on a certifier for carrying out VIT-C, and criteria for passing this element of the certification. Validation activities for compliance with these requirements include documentation review and independent test. The following requirement states the full set of criteria for CSA certification, which relies upon these detailed specifications.
	
	
	
	

	6.5.3.1.2
CSA 200
	Content of procedures

Requirement CSA.R16 – Application steps procedure 
Procedures for processing a certification application SHALL identify the steps for the application, administrative/technical processing of the investigation in chronological order, personnel responsible for each stage of the process, and records maintained at various steps of the process.
 
Requirement CSA.R17 – Maintenance of procedure for application 
Procedures for developing and maintaining certification application processing procedures SHALL identify personnel responsible for developing, reviewing and maintaining the procedures, the frequency for review, and personnel responsible for verifying that the procedures are being followed.
	
	
	
	

	6.5.3.2
CSA 200
	Evaluation
	
	
	
	

	6.5.3.2.1
CSA 200
	General Process requirements
Requirement CSA.R18 – Current ISASecure specifications 
[ISO/IEC 17025] 7.2.1.3 on selection of test methods, specifies using the latest valid version of the standards upon which tests are based, where appropriate. The appropriate versions of ISASecure specifications to use for a certification SHALL be identified in accordance with transition policies and specification listings found on the ISASecure web site at http://www.ISASecure.org.

Requirement CSA.R21 – VIT-C report 
Detailed reporting on VIT-C results for a component SHALL be carried out in accordance with the requirements on VIT-C reporting in the technical specification for VIT-C, which is listed in the normative references for [CSA-300].
 
Requirement CSA.R22 – Assessment report 
The [ISO/IEC 17065] requirement 7.4.9 in sub clause 7.4 Evaluation, refers to documentation of evaluation results prior to review. This documentation SHALL at a minimum include an assessment report following the content and format of [CSA-303], the CSA assessment report sample. A report following this template SHALL also be provided to the client.
	
	
	
	

	5.2
CSA – 300
	Requirement ISASecure_C.R5 – Criteria for granting an initial certification 
An initial ISASecure CSA certification for capability security level n SHALL be granted for a component if the following requirements are met, as defined in the reference documents shown.
	
	
	
	

	6.5.3.2.3
CSA 200
	Content of procedures
	
	
	
	

	
	Requirement CSA.R28 – Equipment calibration 
Persons responsible for the calibration of equipment (where applicable) and authorized to perform each type of calibration SHALL be identified. Records for each calibration SHALL contain sufficient information to permit their repetition. 

Requirement CSA.R29 – Content of test or assessment methods or procedures 
Each test or assessment method or procedure SHALL have sufficient detail instructions that assure reasonable repeatability of the test or assessment and include or address the: title, effective date, assessment or test data to be obtained and recorded, objective acceptance criteria for results, test or assessment techniques, where additional information to that required by the CSA technical specifications is required to meet these goals. In addition, test procedures SHALL include or address: specific test equipment to use and instructions for handling the equipment.

Requirement CSA.R31 – Content of test or assessment data sheet 
Each test or assessment data sheet or similar document SHALL include the test or assessment procedure and specification used, date of the test or assessment, test or assessment report number, signature of the personnel performing the test or assessment, and test or assessment results. In addition, test data sheets shall include the product or component tested and test equipment used. 

Requirement CSA.R32 – Content of procedure maintenance procedures 
Procedures for developing and maintaining test or assessment methods and procedures SHALL identify the personnel responsible for developing, reviewing and maintaining the procedures, specify frequency of review by management, ensure consistency with recognized specifications, ensure that deviations still assure the product, component or process conforms with the specification, and ensure modifications are reviewed by personnel who are familiar with the specification. 

Requirement CSA.R33 – Content of procedures for evaluating test or assessment data 
Procedures for evaluating test or assessment data SHALL require the investigator to: verify and use a latest appropriate specification edition (per CSA.R18), provide written justification of how a product, component or process complies with each section of the specification (including a reference to a test or assessment procedure), and address components not listed by the supplier. 

Requirement CSA.R34 – Content of policy for evaluation of test or assessment data 
Policies on evaluation of test or assessment data SHALL identify personnel responsible for technical decisions on the specification, how to decide which section of a specification applies, how to handle newly developed technologies when the specification does not apply; require that interpretations of the specifications are documented and made readily available for the appropriate investigators; and require the resolution of product, component or process discrepancies without the laboratory engaging in the redesign, except to explain the failures in regard to the ISASecure specification.

Requirement CSA.R35 – Content of procedures for preparing technical reports 
Procedures for preparing technical reports SHALL BE written and SHALL: 
· Identify personnel responsible for preparation, review of technical content, and initial or revision approval; 
· Require the appropriate test and evaluation procedures; and 
· Ensure that technical corrections involve qualified personnel. 

	
	
	
	

	6.5.3.3
CSA 200
	Directory of certified products

Requirement CSA.R36 – Input to scheme directory 
With permission of the certification client, the chartered laboratory SHALL inform ISCI of each certification granted and provide a copy of the certificate, to support ISCI's central directory of ISASecure certifications. 
Requirement CSA.R37 – Accuracy of certification status 
Proper controls SHALL be in place to assure accuracy of information on the certificate and in chartered laboratory records of certified entities.
	
	
	
	

	6.5.3.6
CSA 200
	Termination, reduction, suspension or withdrawal of certification

Requirement CSA.R38 – Withdrawal or termination of certification 
An ISASecure product certification SHALL be withdrawn if any of the following conditions for validity of the certificate are NOT met: 
· The product remains in a support status such that an SDLA certified SDL process still applies to the product; 
· The supplier retains their SDLA certification, or if their SDLA certification is lost, reinstates it within a year grace period; AND 
· The supplier participated in good faith in the certification process. 

The certification body SHALL terminate the certification if the supplier reports to them that the product has left support status under the certified SDL process, or if the supplier otherwise requests termination of the certification for any reason.

Requirement CSA.R39 – Notification of withdrawal or termination of certification 
The chartered laboratory SHALL inform ISCI of any withdrawal or termination of an ISASecure product certification at the time it occurs.
	
	
	
	

	6.5.3.7
CSA 200
	Complaints and appeals

Requirement CSA.R40 – Complaints regarding evaluations or certifications 
A chartered laboratory SHALL be responsible for managing the resolution of complaints related to any aspect of compliance for a product it evaluated or certified. 

Requirement CSA.R41 – Escalation for complaints and appeals 
The published chartered laboratory process for handling complaints SHALL include the provision that complaints may be appealed to ISCI by the party bringing the complaint, if the internal chartered laboratory resolution procedure does not offer a resolution satisfactory to them. Appealed complaints SHALL first go to the ISCI Technical Steering Committee. They MAY be further appealed to the ISCI governing board, then to the ASCI board of directors.
Requirement CSA.R42 – Escalation for complaints and appeals related to application of specifications 
An appealed complaint MAY request a ruling on whether the ISASecure specifications were correctly applied in a specific instance. Such a complaint SHALL NOT be escalated to the ASCI board of directors, but is resolved within ISCI. This ruling could impact: 
· Whether the certification process is applicable to a particular product that has applied for certification; 
· Whether or not a certification was granted; or 
· Adequacy of the product evaluation process by the chartered laboratory. 

NOTE Neither ISCI nor ASCI accept certification applications, nor process, grant, or revoke certifications. This is the role of a chartered laboratory. ISCI can assist in interpretation of the ISASecure specifications.
	
	
	
	

	6.6
CSA 200
	Management system requirements
	
	
	
	

	6.6.3.1
CSA 200
	General management system documentation

Requirement CSA.R43 – Scope of procedures under management system 
Chartered laboratory procedures SHALL cover the entire "quality loop" from application for services to final assessment or listing of certification status, including follow-up services.
 
Requirement CSA.R44 – Responsibility for quality 
The chartered laboratory SHALL: 
· Identify the personnel responsible for quality, other general and the specific responsibilities for quality, and the authority delegated to each activity; 
· Specify the coordination necessary between different activities; and 
· Identify the control over activities that affect quality. 

Requirement CSA.R45 – Housekeeping 
Adequate measures SHALL be taken to ensure good housekeeping at the chartered laboratory facilities where evaluation activities are performed.
 
Requirement CSA.R46 – Item inventory 
Laboratory procedures for handling of artifacts, or customer or laboratory equipment to be tested or used in tests, SHALL address item inventory. 

Requirement CSA.R47 – Facility security 
Chartered laboratory measures and procedures related to security SHALL include provisions for: controlling access, off hours security, and fire protection for the facility; informing all personnel security policies; limiting distribution of confidential information; limiting access to and safe storage of records (including certificates and reports); back-up or off-site storage; and designate personnel responsible for monitoring security.
	
	
	
	

	6.6.3.2
CSA 200
	Control of documents
Requirement CSA.R48 – Processing for revisions to normative specifications 
Policies and procedures for distribution & control of normative specifications SHALL identify the personnel responsible for maintaining and distributing revised specifications, and a method to notify all relevant locations, including clients and agents, about modifications or amendments. 

Requirement CSA.R49 – Archival of superseded specifications 
Superseded normative specifications SHALL be archived.
	
	
	
	

	6.6.3.3
CSA 200
	Control of records

Requirement CSA.R50 – Maintenance of records 
Records maintained for evaluation and certification SHALL identify the personnel responsible for maintaining records and how to correct or modify information on a record.
	
	
	
	

	6.6.3.4
CSA 200
	Management review

Requirement CSA.R51 – Management follow-up review for deficiencies 
Internal quality audit policies and procedures SHALL specify the management review of reasons for deficiencies, conclusions, recommendations on corrective actions, and the effectiveness of corrective actions.
	
	
	
	

	6.6.3.5
CSA 200
	Internal audits

Requirement CSA.R52 – Basis for internal audits 
Internal quality audit policies and procedures SHALL specify the basis for conducting audits. 

Requirement CSA.R53 – Contents included in internal audit reports 
Audit reports SHALL include the name(s) of the auditor(s), the areas audited, the dates of the audit and the signature of the auditor(s), the discrepancies encountered, corrective action plan (including time for completion and evidence of implementation), and review by upper management. 

Requirement CSA.R54 – Internal audits of satellite facilities 
QA oversight of company owned satellite facilities SHALL include routine and documented internal audits of satellite facility personnel, regular headquarters review and audit of the quality assurance program and audits conducted by satellite personnel, and consistency of technical records and interpretations among all facilities. 

Requirement CSA.R55 – Implementation for permanent corrective actions 
Internal quality audit policies and procedures SHALL specify how permanent changes resulting from corrective actions are recorded in standard operating procedures, instructions, manuals and specifications.
	
	
	
	

	6.6.3.6
CSA 200
	Complaints to suppliers of CSA certified products

Requirement CSA.R56 – Supplier process for disclosure of complaints related to noncompliance 
A chartered laboratory SHALL include the following in its signed agreement with the client organization: that the client organization has a documented process for meeting the requirements regarding complaints they receive related to compliance with ISASecure product certification requirements, that are found per [ISO/IEC 17065] 4.1.2.2j. These requirements address handling and disclosure to the chartered laboratory of such complaints known to the certified organization, to the chartered laboratory. 
The intent of the following broader provision is to improve the ISASecure product certification programs. 
Requirement CSA.R57 – Supplier process for disclosure of complaints related to security of ISASecure certified product 
The signed agreement between the chartered laboratory and the client SHALL include the following provision. Any complaint regarding its certified product that is known to the supplier organization and that is determined to affect product security shall be brought to the attention of the chartered laboratory that granted the product certification. The laboratory shall evaluate the impact on the product conformance to the ISASecure CSA requirements. 

Requirement CSA.R58 – Disclosure to ISCI of complaints related to ISASecure certified product 
The chartered laboratory process for handling a report under Requirement CSA.R57 SHALL include a process to advise ISCI if a modification to the ISASecure specifications should be considered based upon this event. This process SHALL be contingent upon approval from the client making the report, to disclose to ISCI any information concerning their product, whether or not it is attributed to their product.
	
	
	
	

	Clause 5.1
CSA – 300
	Certification level and version

Requirement ISASecure_C.R3 – Publication of component certification status 

If ISCI, the certifier, or the component supplier publishes certification status information for certified components in a public venue, information provided SHALL specify the version(s) of the component to which the ISASecure CSA certification applies, and the version of the certification achieved, such as ISASecure CSA 1.0.0. 

NOTE: It is not necessary to list all certified versions, but rather to indicate the versions in scope for the certification in some manner, such as 3.1.x.
	
	
	
	

	7
CSA 200
	Accreditation of chartered laboratories
	
	
	
	

	7.1
CSA 200
	Overview
Technical readiness assessment is based upon review of documented laboratory processes and procedures as well as review of artifacts from sample audits carried out by the laboratory on a component, as described in Section 7.3. To be recognized as a chartered laboratory for the ISASecure CSA program, a laboratory shall attain the following accreditations, performed by an IAF/ILAC recognized accreditation body: 
· Accredited to IAF ISO/IEC 17065, with technology scope of accreditation covering ISASecure CSA certification; and 
· Accredited to ISO/IEC 17025, with technology scope of accreditation covering ISASecure CSA FSA-C and VIT-C specifications. 

This internationally recognized accreditation shall be obtained by a laboratory within 18 months of obtaining a provisional chartered laboratory status, as described in Section 5. The following section discusses requirements for attaining provisional chartered laboratory status.
	
	
	
	

	7.2
CSA 200
	Provisional chartered laboratory status

The evaluation for a candidate-chartered laboratory is performed by an assessor that has been qualified by an IAF/ILAC recognized accreditation body. A candidate organization shall apply for accreditation as required by the accreditation body. A candidate-chartered laboratory also applies to ASCI using the form [ISASecure-202]. “Provisional” chartered laboratory status is a term applied by ASCI/ISCI within the ISASecure program and is not recognized or managed by the accreditation body. 
During the period when a chartered laboratory is operating in provisional status, ASCI shall be made aware of the laboratory’s expectations for receipt of formal internationally recognized accreditation by an IAF/ILAC organization. ASCI shall have the option to perform an interim review and update its evaluation for provisional status of the chartered laboratory 6 months after it is received. Once a chartered laboratory has achieved accreditation by an IEC 17011 accreditation body, that accreditation body determines the requirements and frequency for maintenance audits to maintain accredited status.
	
	
	
	






	Clause No.
SSA – 200 Version 2.9 and SSA – 300 Version 3.1
	Requirements
	QM/Procedure no/Document no/Format no with Clause No., where a particular requirement is addressed
(CB to provide details)
	COMPLIANCE
	NABCB AT Review Comments

	
	
	
	Yes
	No
	

	System Security Assurance (SSA)

	6.2
SSA 200
	General requirements
	
	
	
	

	6.2.3
SSA 200
	Requirement SSA.R1 – Confidentiality for ASCI and ISCI 
The general confidentiality requirement in [ISO/IEC 17065] 4.5.1 SHALL be interpreted to include the requirement that neither ASCI nor ISCI shall have access to information generated during ISASecure evaluations, except by permission of the applicant, or as required to fulfil ISCI's oversight role as scheme owner.

Requirement SSA.R3 – Internal distribution for assessment reports 
Procedures for report distribution internal to the chartered laboratory SHALL limit copies of test and assessment reports only to those that the chartered laboratory determines need the information to fulfil their work responsibilities. 

Requirement SSA.R4 – Public availability of ISCI complaint escalation process 
The [ISO/IEC 17065] requirement 4.6d) in the sub clause 4.6 Publicly available information refers to procedures for handling complaints and appeals. This information SHALL include the information about complaints to ASCI/ISCI in 6.5.3.7 of this document.

Requirement SSA.R5 – Time delay from provision of consultancy 
The [ISO/IEC 17065] requirement 4.2.10 refers to the period of time between personnel having provided consultancy for a product and reviewing or making a certification decision. The minimum time period SHALL be two years. 
Requirement SSA.R6 – Notification of changes to certification requirements 
The chartered laboratory SHALL have processes to keep interested parties informed of changes to certification requirements (such as changes to legal agreements associated with the certification process). Since the supplier must maintain an SDLA certification in order to maintain an existing SSA certification over time, the certification body SHALL inform the holder of an SSA certification regarding changes to the SDLA certification criteria, as also required by the SDLA scheme in [SDLA-200]. The certification body SHALL also inform the supplier of changes to other SSA certification criteria, as these changes will affect certification of upgrades (as defined in 3.1.33) of a certified system in accordance with [SSA-301], so will be required by the supplier for planning purposes.
	
	
	
	

	6.3
SSA 200
	Structural requirements
	
	
	
	

	6.3.3
SSA 200
	Requirement SSA.R7 – Organizational affiliations 
When the separate legal entity as in [ISO/IEC 17065] 4.2.7 is a major user of certified products, the personnel of the separate legal entity shall not be involved in the management of the certification body, the review, or the certification decision. 
Requirement SSA.R8 – Financial affiliations 
The following requirements apply to a chartered laboratory regarding its financial affiliations with suppliers and users of auditable products. The term "auditable product" is defined in 3.1.4. A supplier of auditable products is typically a certification client of the chartered laboratory. However, other organizations could also sell these products, and these cases are covered in this requirement as well. 
· A chartered laboratory or a major owner of the chartered laboratory SHALL NOT: o provides significant financing to a supplier or to a major user of auditable products; 
· to be a major owner of a supplier or of a major user of auditable products; 
· A chartered laboratory SHALL NOT: o receives significant financing from a supplier or from a major user of auditable products, or their major owners; 
· to have as a major owner, an organization that is a supplier or a major user of auditable products, or a major owner of such an organization; 
· A person involved in the management of the certification body, the review, or the certification decision for the chartered laboratory SHALL NOT have a significant financial interest in a supplier or major user of auditable products. 
Requirement SSA.R9 – Chartered laboratory sales and purchases 
The following requirements apply to a chartered laboratory regarding its sales and purchase activities: 
· A chartered laboratory SHALL NOT have significant sales of any products or services to suppliers of auditable products, other than certification services; 
· A chartered laboratory SHALL NOT sell auditable products; 
· Prices and agreements related to any products or services that a chartered laboratory purchases from a supplier of auditable products SHALL NOT have dependencies on related certification activity.
	
	
	
	

	6.4
SSA 200
	Resource requirements
	
	
	
	

	6.4.3.1
SSA 200
	Personnel qualifications

Requirement SSA.R10 –FSA-S and SDA-S auditor minimum qualifications 
The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that are responsible for evaluation to FSA-S and SDA-S requirements SHALL include those specified in Table 4. 
The level of knowledge required for IEC 62443 as indicated in the last row of Tables 4-5, SHALL at a minimum be sufficient for the individual to prepare and present a one-hour overview on the scope of application and contents of the standard, and be capable of quickly finding the answers to questions about what the standard requires on a particular topic, if given access to the text of the standard. For the other security standards and practices listed in the table, the level of knowledge required SHALL at a minimum be equivalent to 8 hours of training on the standard or practice.
If the individual meets all qualifications for an auditor role that use the term “control systems,” then the professional certification qualification may be initially met if the individual achieves the equivalent of a professional certification from lists shown in the above table, with the exception of any certification qualification for a minimum duration of cybersecurity experience. If the chosen certification offers formal recognition for individuals meeting all certification criteria, but without sufficient experience to achieve the full certification (for example as "Associate of ISC2" for CISSP), the individual SHALL obtain this recognition to initially satisfy this professional certification qualification. 
In all cases, to remain qualified after this initial qualification is achieved, the chartered lab SHALL plan and monitor the individual’s progress toward a full professional certification equivalent to one on the specified lists. Several of these professional certification programs offer a “starter” credential that does not require experience, where the full credential may be earned later. Other programs do not have an experience requirement. 
NOTE If a candidate for auditor meets all qualifications in a column of Table 4 or Table 5 that use the term “control systems,” then GICSP or a similar control system focused professional certification is recommended.

Requirement SSA. R11 – Chartered laboratory requirement for personnel with full professional certifications 
Two years after a chartered laboratory receives initial SSA accreditation, all SSA certification evaluations toward SSA certificates issued by the chartered laboratory SHALL be performed under the technical oversight of individuals holding a relevant professional certification as specified in the second row of Table 4 or Table 5. 
NOTE The requirements SSA.R10 and SSA.R12 imply that a chartered laboratory may initiate certification operations before their auditors/evaluators have met the experience requirement for a full professional certification listed under those requirements. SSA.R11 requires that ultimately, lead auditors/evaluators must meet these experience requirements and fully achieve one of these professional certifications. 
Requirement SSA.R12 – VIT-S lead evaluator minimum qualifications 
The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that that are responsible for the technical aspects of VIT-S testing and interpretation of results shall include those specified in Table 5:

Requirement SSA.R13 – Currency of skills and knowledge 
Staff training SHALL BE kept up-to-date and staff SHALL keep up-to-date of current normative specification issues (includes participation in technical groups or committees).
	
	
	
	

	6.5
SSA 200
	Process requirements
	
	
	
	

	6.5.3.1
SSA 200
	Application
	
	
	
	

	6.5.3.1.1
SSA 200
	Process requirements

Requirement SSA.R14 – Determining application of specifications 
The [ISO/IEC 17065] requirement 7.1.3 in clause 7 Process requirements refers to persons or committees who provide the chartered laboratory with explanations as to the application of the ISASecure specifications. This role SHALL be fulfilled by the ISCI Technical Steering Committee.
 
Requirement SSA.R15 – Determining applicant eligibility 
The chartered laboratory SHALL be responsible for determining whether a potential client meets the scope for SSA certification. The chartered laboratory MAY request guidance from ISCI in this matter. If the client does not concur with the decision of the chartered laboratory, they MAY use the compliant escalation process described in Requirements SSA.R41 and SSA.R42.
	
	
	
	

	6.5.3.1.2
SSA 200
	Content of procedures

Requirement SSA.R16 – Application steps procedure 
Procedures for processing a certification application SHALL identify the steps for the application, administrative/technical processing of the investigation in chronological order, personnel responsible for each stage of the process, and records maintained at various steps of the process.
 
Requirement SSA.R17 – Maintenance of procedure for application 
Procedures for developing and maintaining certification application processing procedures SHALL identify personnel responsible for developing, reviewing and maintaining the procedures, the frequency for review, and personnel responsible for verifying that the procedures are being followed.
	
	
	
	

	5.2
SSA - 300
	Zone and layout definition

Requirement ISASecure_SY. R1 – Zone definition for scalable systems 
If a system uses replication of zones or components to scale for small and large installations, then in order that multiple layouts be considered under one certification, the certification applicant SHALL define a set of zones to be evaluated in the certification as follows. A zone SHALL be specified by: 
· minimum and maximum quantities of each component permitted to reside in the zone 
· protocols used, and optionally used, only internally to the zone 
· protocols used, and optionally used by the zone to communicate to other instances of this zone in the system, or to other zones 
· protocols used, and optionally used by the zone to communicate outside the system 
· capability security level to which the zone is to be certified. 
The format in Table 1 columns 1-7 SHOULD be used to define the set of zones to be evaluated in the certification. 
Requirement ISASecure_SY.R2 – Layouts in scope for certification 
If a system uses replication of zones or components to scale for small and large installations, then in order that multiple layouts be considered under one certification, the certification applicant SHALL specify the set of system layouts for which they would like to achieve certification.

This set of layouts SHALL be described by: 
· specifying the minimum and maximum quantity of zone instances permitted for each zone specified in ISASecure_SY.R1 and; 
· stating that either: 
· The supplier is applying for certification of systems with layouts consisting of all combinations of zone instances for the zones meeting characteristics specified under ISASecure_SY.R1 and subject to the zone instance quantity constraints. 
· The supplier is applying for certification of systems with layouts consisting of a proper subset of all combinations of zone instances for the zones meeting the characteristics specified under ISASecure_SY.R1, and subject to the zone instance quantity constraints. 
If a proper subset of combinations is presented for certification (meaning the subset does not consist of all combinations meeting the stated criteria), the supplier SHALL provide a description of that subset. 
All layouts in scope for certification SHALL include all components required to meet requirements found in [SSA-311] for the capability security level to which each zone will be certified. 
NOTE If the supplier is applying for certification of all combinations of zone instances per the first sub bullet above, then a table in the form of Table 1 will fully describe the set of system layouts. As an example of a description of a proper subset of layouts to be certified, a supplier could present for certification all system layouts possible under Table 1, subject to the further restriction that the supplier supports a maximum of 20 operator workstations across the overall system. 
As will be stated below in ISASecure_SY.R16, although a number of layouts may be in scope for a certification, one reference system that adheres to a reference layout will be used for testing that is performed by the certifier. The following requirement specifies the characteristics of a reference layout. 

Requirement ISASecure_SY.R3 – Reference layout 
If a system uses replication of zones or components to scale for small and large installations, then in order that multiple layouts be considered under one certification, the supplier SHALL identify a reference layout with the following characteristics, from among the layouts in scope for the certification as identified per ISASecure_SY. R2: 
• The layout includes all zones identified per ISASecure_SY. R1 
• Each instance of a zone includes all permitted types of components for that zone 
• Each instance of a zone supports all protocols present in any layout for that zone in scope for certification 
• Each instance of a zone supports all software present in any layout for that zone in scope for certification 
• The layout exposes all external interfaces present in any layout in scope for certification 
• The layout includes all interfaces present between instances of the same or different zones, in any layout in scope for certification. 

NOTE 1 As examples, this requirement implies the following particular constraints. (1) Adding redundant components such as replicated pairs of servers, may add new protocols to the system. In such cases, redundant components will appear in the reference layout. (2) If there may be an interface between instances of the same zone, at least two instances of this zone will appear in the reference architecture to represent that interface. 
NOTE 2 Under SDA-S as specified in [SSA-311], the certifier also validates that fuzz and network traffic load tests performed by the supplier either are run on a system meeting the requirements of a reference layout, or a rationale is provided that equivalent or better test coverage over all layouts to be certified, has been achieved.
	
	
	
	

	5.3
SSA – 300
	Zone certification levels and certification version
Requirement ISASecure_SY. R4 – Application for security zone certification levels 
When a supplier applies for certification of a system, the certification applicant SHALL specify the maximum capability security level for which they would like to achieve certification for each security zone. The levels possible are capability security levels 1, 2, or 3, or 4. The certifier SHALL award certification designating each security zone at the highest level for which the security zone qualifies, up to this maximum level. 
Requirement ISASecure_SY. R5 – Publication of system certification status 
If ISCI, the certifier, or the system supplier publishes certification status information for certified systems in a public venue, information provided SHALL include the most granular version identifier of the system to which the ISASecure SSA certification applies, and SHALL specify the layouts covered under the certification (which may take the form of a reference to a separate document), and the version of the certification achieved, such as ISASecure SSA 4.0.0.
	
	
	
	

	5.4
SSA 200
	Technical submissions from certification applicant

Requirement ISASecure_SY.R6 – ISASecure application requirements for certification 
Items specified as follows SHALL be submitted to the ISASecure SSA certification process by an applicant for an initial certification: 
a) technical items as required by this specification and the specifications listed in Clause 2; 
b) administrative and potentially additional technical items defined by the certifier. 

Requirement ISASecure_SY.R7 – Submission of architecture diagram of system 
A certification applicant SHALL submit an architecture diagram of the reference system to be tested that clearly defines its components and connections. The architecture diagram SHALL show every component (embedded, I/O, PC, network, etc.) included in the system along with its connections to other components in the system and external to the boundaries of the system. The diagram SHALL show the boundaries of the system as well as the boundaries of all included security zones within the SUT, and all communication protocols that traverse the boundary of the system, including IP as well as I/O communications protocols (wired or wireless). 
NOTE 1 Figure 2 shows an example architecture diagram. 
Requirement ISASecure_SY.R8 – Submission of list of system hardware and software (e.g. Bill of Materials) 
A certification applicant SHALL submit a system for testing that is or will be unambiguously identifiable and specifiable by an end customer for procurement. The information submission SHALL be for each component defined in the Bill of Material and SHALL include: 
· Manufacturer, and part numbers of all embedded devices; • Hardware, firmware, and software versions of each embedded and I/O component. 
· Manufacturer, and part numbers of all hosts
· Hardware; 
· OS, OS version and service pack levels; 
· VM OS versions and service pack levels (if Virtual Machines are included). 
· Applications installed on all hosts: 
· Certification applicant developed and third party application name and type; 
· Versions and service pack versions of all installed and included applications. 
· Version and service pack levels; 
· Details of configuration rules (e.g. ACL’s). 
· Manufacturer, and part numbers of all network components with: 

Requirement ISASecure_SY.R9 – Submission of end user system documentation 
The certification applicant SHALL submit to the certification process all documentation (printed, on-line or otherwise) that is delivered along with, or made available to, an end customer who purchases the system submitted for certification. This SHALL include all manuals and pertinent documentation for each component of the system. 

Requirement ISASecure_SY.R10 – Submission of essential function information 
The certification applicant SHALL submit a list of essential functions of the system, in accordance with the definition in 3.1.11, and a list of all components of the system that are performing these essential functions. The information may include (optionally) a list of events where associated event record data is considered to be essential history data. 

Requirement ISASecure_SY.R11 – Submission of list of accessible network interfaces 
A certification applicant SHALL submit to the certification process a list that clearly identifies all network interfaces present for each of the components of the system that they define as accessible interfaces. The list SHALL include and identify those accessible interfaces that provide an external interface to the system or to a security zone. The list of accessible interfaces SHOULD include all interfaces such that: 
· the certification applicant recommends the interface to customers as suitable for use during operations or maintenance; 
· the interface is used to interface with operator consoles or instrumentation; and 
· connection to the interface can occur without physical reconfiguration of the normal operational configuration. 
NOTE 2 For example, consider a network switch or router that is installed in a cabinet which can be locked by the end user. Physical network ports that have cables outside the cabinet are considered “accessible”. Physical network ports that are contained within the cabinet (e.g. maintenance port) are not considered “accessible.” 

Requirement ISASecure_SY.R12 – Submission of list of accessible points of entry 
A certification applicant SHALL submit to the certification process a list that clearly identifies all accessible points of entry for each of the components of the system that is defined as performing essential functions. The list of accessible points of entry SHALL include all points of data entry whether they are enabled or not, and SHALL include: 
· all network connections (e.g. Ethernet); 
· all local connections (e.g. USB, Firewire, serial); 
· all wireless communications or wireless communications options (e.g. Wireless HART, ISA100, WiFi, Bluetooth, wireless mouse, wireless keyboard, etc.); 
· all insertable media points (e.g. CD, DVD, floppy disk, SD card readers, etc.). 
These SHALL include both hardware and software points of entry.

Requirement ISASecure_SY.R13 – Submission of list of implemented protocols 
The certification applicant SHALL submit a list of all IP protocols that are supported on each of the components of the system that are performing essential functions.
 
Requirement ISASecure_SY.R14 – Submission of description of intended system defensive behavior 
For each protocol supported by the system, a certification applicant SHALL submit information that indicates one of: 
a) traffic received under that protocol is not subject to rate limiting, in other words the design of the system does not distinguish between rates of incoming traffic 
b) traffic received by the system is subject to rate limiting. 

Similarly, a certification applicant SHALL provide a description of any other defensive behaviour employed by the system that may impact certification assessments. For example, the system may employ IP address blacklisting, where an IP address is blocked if it previously has sent suspicious or excessive traffic to the system, or may employ a redundant configuration that provides automatic failover if one or more of the redundant units detects adverse conditions or fails. 
Requirement ISASecure_SY.R15 – Submission of reference system 
A certification applicant SHALL submit to the certification process a suitable test system that meets the requirements for a reference layout in Requirement ISASecure_SY.R3, and that is representative of the specified usage of the system to be certified.
	
	
	
	

	6.5.3.2
SSA 200
	Evaluation
	
	
	
	

	6.5.3.2.1
SSA 200
	General Process requirements

Requirement SSA.R18 – Current ISA Secure specifications 
ISO/IEC 17025 7.2.1.3 on selection and verification of methods, specifies using the latest valid version of a method, unless not appropriate or possible. The appropriate versions of ISA Secure specifications to use for a certification SHALL be identified in accordance with transition policies and specification listings found on the ISA Secure web site at http://www.ISASecure.org.

Requirement SSA.R21 – VIT-S report 
Detailed reporting on VIT-S results for a system SHALL be carried out in accordance with the requirements on VIT-S reporting in the technical specification for VIT-S, which is in the normative references for [SSA-300]. 

Requirement SSA.R22 – Assessment report 
The [ISO/IEC 17065] requirement 7.4.9 in sub clause 7.4 Evaluation, refers to documentation of evaluation results prior to review. This documentation SHALL at a minimum include an assessment report following the content and format of [SSA-303], the SSA assessment report sample. A report following this template SHALL also be provided to the client.
	
	
	
	

	6.5.3.2.3
SSA 200
	Content of procedures

Requirement SSA.R28 – Equipment calibration 
Persons responsible for the calibration of equipment (where applicable) and authorized to perform each type of calibration SHALL be identified. Records for each calibration SHALL contain sufficient information to permit their repetition. 

Requirement SSA.R29 – Content of test or assessment methods or procedures 
Each test or assessment method or procedure SHALL have sufficient detail instructions that assure reasonable repeatability of the test or assessment and include or address the: title, effective date, assessment or test data to be obtained and recorded, objective acceptance criteria for results, test or assessment techniques, where additional information to that required by the SSA technical specifications is required to meet these goals. In addition, test procedures SHALL include or address: specific test equipment to use and instructions for handling the equipment.

Requirement SSA.R31 – Content of test or assessment data sheet 
Each test or assessment data sheet or similar document SHALL include the test or assessment procedure and specification used, date of the test or assessment, test or assessment report number, signature of the personnel performing the test or assessment, and test or assessment results. In addition, test data sheets shall include the product or component tested and test equipment used. 

Requirement SSA.R32 – Content of procedure maintenance procedures 
Procedures for developing and maintaining test or assessment methods and procedures SHALL identify the personnel responsible for developing, reviewing and maintaining the procedures, specify frequency of review by management, ensure consistency with recognized specifications, ensure that deviations still assure the product, component or process conforms with the specification, and ensure modifications are reviewed by personnel who are familiar with the specification.
Requirement SSA.R33 – Content of procedures for evaluating test or assessment data 
Procedures for evaluating test or assessment data SHALL require the investigator to: verify and use an appropriate specification edition, provide written justification of how a product, component or process complies with each section of the specification (including a reference to a test or assessment procedure), and address components not listed by the supplier. 

Requirement SSA.R34 – Content of policy for evaluation of test or assessment data 
Policies on evaluation of test or assessment data SHALL identify personnel responsible for technical decisions on the specification, how to decide which section of a specification applies, how to handle newly developed technologies when the specification does not apply; require that interpretations of the specifications are documented and made readily available for the appropriate investigators; and require the resolution of product, component or process discrepancies without the laboratory engaging in the redesign, except to explain the failures in regard to the ISASecure specification.

Requirement SSA.R35 – Content of procedures for preparing technical reports 
Procedures for preparing technical reports SHALL BE written and SHALL: 
· Identify personnel responsible for preparation, review of technical content, and initial or revision approval;
· Require the appropriate test and evaluation procedures; and 
· Ensure that technical corrections involve qualified personnel. 
	
	
	
	

	5.3
SSA – 300
	Requirement ISASecure_SY.R16 – Criteria for granting an initial certification 

An initial ISASecure SSA certification SHALL be granted for a system if the following requirements are met, as defined in the reference documents shown:
	
	
	
	

	6.5.3.3
SSA 200
	Directory of certified products

Requirement SSA.R36 – Input to scheme directory 
With permission of the certification client, the chartered laboratory SHALL inform ISCI of each certification granted and provide a copy of the certificate, to support ISCI's central directory of ISASecure certifications. 
Requirement SSA.R37 – Accuracy of certification status 
Proper controls SHALL be in place to assure accuracy of information on the certificate and in chartered laboratory records of certified entities.
	
	
	
	

	6.5.3.6
SSA 200
	Termination, reduction, suspension or withdrawal of certification

Requirement SSA.R38 – Withdrawal or termination of certification 
An ISASecure product certification SHALL be withdrawn if any of the following conditions for validity of the certificate are NOT met: 
· The product remains in a support status such that an SDLA certified SDL process still applies to the product; 
· The supplier retains their SDLA certification, or if their SDLA certification is lost, reinstates it within a year grace period; AND 
· The supplier participated in good faith in the certification process. 
The certification body SHALL terminate the certification if the supplier reports to them that the product has left support status under the certified SDL process, or if the supplier otherwise requests termination of the certification for any reason. 
The following requirement defines actions as referenced in [ISO/IEC 17065] sub clause 7.11.3, that are required by the scheme upon termination, reduction, suspension or withdrawal. 

Requirement SSA.R39 – Notification of withdrawal or termination of certification 
The chartered laboratory SHALL inform ISCI of any withdrawal or termination of an ISASecure product certification at the time it occurs.
	
	
	
	

	6.5.3.7
SSA 200
	Complaints and appeals

Requirement SSA.R40 – Complaints regarding evaluations or certifications 
A chartered laboratory SHALL be responsible for managing the resolution of complaints related to any aspect of compliance for a product it evaluated or certified. 
Requirement SSA.R41 – Escalation for complaints and appeals 
The published chartered laboratory process for handling complaints SHALL include the provision that complaints may be appealed to ISCI by the party bringing the complaint, if the internal chartered laboratory resolution procedure does not offer a resolution satisfactory to them. Appealed complaints SHALL first go to the ISCI Technical Steering Committee. They MAY be further appealed to the ISCI governing board, then to the ASCI board of directors. 
Requirement SSA.R42 – Escalation for complaints and appeals related to application of specifications 
An appealed complaint MAY request a ruling on whether the ISASecure specifications were correctly applied in a specific instance. Such a complaint SHALL NOT be escalated to the ASCI board of directors, but is resolved within ISCI. This ruling could impact: 
· Whether the certification process is applicable to a particular product that has applied for certification; 
· Whether or not a certification was granted; or 
· Adequacy of the product evaluation process by the chartered laboratory. 

NOTE Neither ISCI nor ASCI accept certification applications, nor process, grant, or revoke certifications. This is the role of a chartered laboratory. ISCI can assist in interpretation of the ISASecure specifications.
	
	
	
	

	6.6
SSA 200
	Management system requirements
	
	
	
	

	6.6.3.1
SSA 200
	General management system documentation

Requirement SSA.R43 – Scope of procedures under management system 
Chartered laboratory procedures SHALL cover the entire "quality loop" from application for services to final assessment or listing of certification status, including follow-up services. 

Requirement SSA.R44 – Responsibility for quality 
The chartered laboratory SHALL: 
· Identify the personnel responsible for quality, other general and the specific responsibilities for quality, and the authority delegated to each activity; 
· Specify the coordination necessary between different activities; and 
· Identify the control over activities that affect quality. 
Requirement SSA.R45 – Housekeeping 
Adequate measures SHALL be taken to ensure good housekeeping at the chartered laboratory facilities where evaluation activities are performed. 

Requirement SSA.R46 – Item inventory 
Laboratory procedures for handling of artifacts, or customer or laboratory equipment to be tested or used in tests, SHALL address item inventory. 

Requirement SSA.R47 – Facility security 
Chartered laboratory measures and procedures related to security SHALL include provisions for: controlling access, off hours security, and fire protection for the facility; informing all personnel of security policies; limiting distribution of confidential information; limiting access to and safe storage of records (including certificates and reports); back-up or off-site storage; and designate personnel responsible for monitoring security.
	
	
	
	

	6.6.3.2
SSA 200
	Control of documents

Requirement SSA.R48 – Processing for revisions to normative specifications 
Policies and procedures for distribution & control of normative specifications SHALL identify the personnel responsible for maintaining and distributing revised specifications, and a method to notify all relevant locations, including clients and agents, about modifications or amendments.
 
Requirement SSA.R49 – Archival of superseded specifications 
Superseded normative specifications SHALL be archived.
	
	
	
	

	6.6.3.3
SSA 200
	Control of records

Requirement SSA.R50 – Maintenance of records 
Records maintained for evaluation and certification SHALL identify the personnel responsible for maintaining records and how to correct or modify information on a record.
	
	
	
	

	6.6.3.4
SSA 200
	Management review
Requirement SSA.R51 – Management follow-up review for deficiencies 
Internal quality audit policies and procedures SHALL specify the management review of reasons for deficiencies, conclusions, recommendations on corrective actions, and the effectiveness of corrective actions.
	
	
	
	

	6.6.3.5
SSA 200
	Internal audits

Requirement SSA.R52 – Basis for internal audits 
Internal quality audit policies and procedures SHALL specify the basis for conducting audits. 

Requirement SSA.R53 – Contents included in internal audit reports 
Audit reports SHALL include the name(s) of the auditor(s), the areas audited, the dates of the audit and the signature of the auditor(s), the discrepancies encountered, corrective action plan (including time for completion and evidence of implementation), and review by upper management. 

Requirement SSA.R54 – Internal audits of satellite facilities 
QA oversight of company owned satellite facilities SHALL include routine and documented internal audits of satellite facility personnel, regular headquarters review and audit of the quality assurance program and audits conducted by satellite personnel, and consistency of technical records and interpretations among all facilities. 
Requirement SSA.R55 – Implementation for permanent corrective actions 
Internal quality audit policies and procedures SHALL specify how permanent changes resulting from corrective actions are recorded in standard operating procedures, instructions, manuals and specifications.
	
	
	
	

	6.6.3.6
SSA 200
	Complaints to suppliers of SSA certified products
Requirement SSA.R56 – Supplier process for disclosure of complaints related to noncompliance 
A chartered laboratory SHALL include the following in its signed agreement with the client organization: that the client organization has a documented process for meeting the requirements regarding complaints they receive related to compliance with ISASecure product certification requirements, that are found per [ ISO/IEC 17065] 4.1.2.2j. These requirements address handling and disclosure to the chartered laboratory of such complaints known to the certified organization, to the chartered laboratory. 
The intent of the following broader provision is to improve the ISASecure product certification programs. 
Requirement SSA.R57 – Supplier process for disclosure of complaints related to security of ISASecure certified product 
The signed agreement between the chartered laboratory and the client SHALL include the following provision. Any complaint regarding its certified product that is known to the supplier organization and that is determined to affect product security shall be brought to the attention of the chartered laboratory that granted the product certification. The laboratory shall evaluate the impact on the product conformance to the ISASecure requirements. 

Requirement SSA.R58 – Disclosure to ISCI of complaints related to ISASecure certified product 
The chartered laboratory process for handling a report under Requirement SSA.R57 SHALL include a process to advise ISCI if a modification to the ISASecure specifications should be considered based upon this event. This process SHALL be contingent upon approval from the client making the report, to disclose to ISCI any information concerning their product, whether or not it is attributed to their product.
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SSA 200
	Accreditation of chartered laboratories
	
	
	
	

	7.1
SSA 200
	Overview
To be recognized as a chartered laboratory for the ISASecure SSA program, a laboratory shall attain the following accreditations, performed by an IAF/ILAC recognized accreditation body:
· accredited to ISO/IEC 17065, with technology scope of accreditation covering ISASecure SSA certification; and 
· accredited to ISO/IEC 17025, with technology scope of accreditation covering testing to ISASecure SSA FSA-S and VIT-S specifications. 
These internationally recognized accreditations shall be obtained by a laboratory within 18 months of obtaining a provisional chartered laboratory status, as described in Section 5.2. The following section discusses requirements for attaining provisional chartered laboratory status.
	
	
	
	

	7.2
SSA 200
	Provisional chartered laboratory status

The evaluation for a candidate chartered laboratory is performed by an assessor that has been qualified by an IAF/ILAC recognized accreditation body. A candidate organization shall apply for accreditation as required by the accreditation body. [ISASecure-202] provides the ASCI application process and forms for provisional chartered laboratory status based on the evaluation by the accreditation body. “Provisional” chartered laboratory status is a term applied by ASCI/ISCI within the ISASecure SSA program and is not recognized or managed by the accreditation body. 
During the period when a chartered laboratory is operating in provisional status, ASCI shall be made aware of the laboratory’s expectations for receipt of formal internationally recognized accreditation by an IAF/ILAC organization. ASCI shall have the option to perform an interim review and update its evaluation for provisional status of the chartered laboratory 6 months after it is received. Once a chartered laboratory has achieved accreditation by an IEC 17011 accreditation body, that accreditation body determines the requirements and frequency for maintenance audits to maintain accredited status.
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	Security Development Lifecycle Security (SDLA)

	6.2
SDLA 200
	General requirements
	
	
	
	

	6.2.3
SDLA 200
	Requirement SDLA.R1 – Confidentiality for ASCI and ISCI 
The general confidentiality requirement in [ISO/IEC 17065] 4.5.1 SHALL be interpreted to include the requirement that neither ASCI nor ISCI shall have access to information generated during ISASecure evaluations, except by permission of the applicant, or as required to fulfill oversight ISCI's role as scheme owner. 

Requirement SDLA.R2 – Internal distribution for assessment reports 
Procedures for report distribution internal to the chartered laboratory SHALL limit copies of the assessment report only to those that the chartered laboratory determines need the information to fulfill their work responsibilities. 
Requirement SDLA.R3 – Public availability of ISCI complaint escalation process 
The [ISO/IEC 17065] requirement 4.6d) in the sub clause 4.6 Publicly available information refers to procedures for handling complaints and appeals. This information SHALL include the information about complaints to ASCI/ISCI in clause 6.5.3.7 of this document. 

Requirement SDLA.R4 – Time delay from provision of consultancy 
The [ISO/IEC 17065] requirement 4.2.10 refers to the period of time between personnel having provided consultancy for a product and reviewing or making a certification decision. The minimum time period SHALL be two years. 

Requirement SDLA.R5 – Client facility access without prior notification 
Appropriate contracts, covenants, or agreements SHALL include provision(s) for unobstructed access to the client's development premises without prior notification, except as required by the client's standard visit procedures.
	
	
	
	

	6.3
SDLA 200
	Structural requirements
	
	
	
	

	6.3.3
SDLA 200
	Requirement SDLA.R6 – Organizational affiliations 
When the separate legal entity as in [ISO/IEC 17065] 4.2.7 is a major user of products from the certified organization, the personnel of the separate legal entity shall not be involved in the management of the certification body, the review, or the certification decision.

Requirement SDLA.R7 – Financial affiliations 
The following requirements apply to a chartered laboratory regarding its financial affiliations with suppliers and users of auditable products. The term "auditable product" is defined in 3.1.4. A supplier of auditable products is typically a certification client of the chartered laboratory. However, other organizations could also sell these products, and these cases are covered in this requirement as well. 
· A chartered laboratory or a major owner of the chartered laboratory SHALL NOT: o provides significant financing to a supplier or to a major user of auditable products; 
· be a major owner of a supplier or of a major user of auditable products; 
· A chartered laboratory SHALL NOT: o receives significant financing from a supplier or from a major user of auditable products, or their major owners; 
· have as a major owner, an organization that is a supplier or a major user of auditable products, or a major owner of such an organization; 
· A person involved in the management of the certification body, the review, or the certification decision for the chartered laboratory SHALL NOT have a significant financial interest in a supplier or major user of auditable products. 
Requirement SDLA.R8 – Chartered laboratory sales and purchases 
The following requirements apply to a chartered laboratory regarding its sales and purchase activities: 
· A chartered laboratory SHALL NOT have significant sales of any products or services to suppliers of auditable products, other than certification services; 
· A chartered laboratory SHALL NOT sell auditable products; 
· Prices and agreements related to any products or services that a chartered laboratory purchases from a supplier of auditable products SHALL NOT have dependencies on related certification activity. 
	
	
	
	

	6.4
SDLA 200
	Resource requirements
	
	
	
	

	6.4.3.1
SDLA 200
	Personnel qualifications

Requirement SDLA.R9 – Evaluator minimum qualifications 
The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that are responsible for evaluation to SDLA requirements SHALL include those specified in Table 4. 
The level of knowledge required for ISA 62443 as indicated in the last row of Table 4, SHALL at a minimum be sufficient for the individual to prepare and present a one hour overview on the scope of application and contents of the standard, and be capable of quickly finding the answers to questions about what the standard requires on a particular topic, if given access to the text of the standard. For the other security standards and practices listed in the table, the level of knowledge required SHALL at a minimum be equivalent to 8 hours of training on the standard or practice.

If the individual meets all qualifications for the SDLA auditor role that use the term “control systems,” then the professional certification qualification may be initially met if the individual achieves the equivalent of a professional certification from lists shown in the above table, with the exception of any certification qualification for a minimum duration of cybersecurity experience. If the chosen certification offers formal recognition for individuals meeting all certification criteria, but without sufficient experience to achieve the full certification (for example as "Associate of ISC2" for CISSP), the individual SHALL obtain this recognition to initially satisfy this professional certification qualification. 
In all cases, to remain qualified after this initial qualification is achieved, the chartered lab SHALL plan and monitor the individual’s progress toward a full professional certification equivalent to one on the specified lists. Several of these professional certification programs offer a “starter” credential that does not require experience, where the full credential may be earned later. Other programs do not have an experience requirement. 
NOTE If a candidate for auditor meets all qualifications in a column of Table 4 that use the term “control systems,” then GICSP or a similar control-system focused professional certification is recommended.

Requirement SDLA.R9A – Chartered laboratory requirement for personnel with full professional certifications 
Two years after a chartered laboratory receives initial SDLA accreditation, all SDLA certification evaluations toward SDLA certificates issued by the chartered laboratory SHALL be performed under the technical oversight of individuals holding a relevant professional certification as specified in the second row of Table 4. 
NOTE The requirement SDLA.R9 implies that a chartered laboratory may initiate certification operations before their auditors/evaluators have met the experience requirement for a full professional certification listed under those requirements. SDLA.R9A requires that ultimately, lead auditors must meet these experience requirements and fully achieve one of these professional certifications.
 
Requirement SDLA.R10 – Currency of skills and knowledge 
Staff training SHALL BE kept up-to-date and staff SHALL keep up-to-date of current normative specification issues (includes participation in technical groups or committees).
	
	
	
	

	6.5
SDLA 200
	Process requirements
	
	
	
	

	6.5.3.1
SDLA 200
	Application
	
	
	
	

	6.5.3.1.1
SDLA 200
	Process requirements

Requirement SDLA.R11 – Determining application of specifications 
The [ISO/IEC 17065] requirement 7.1.3 in clause 7 Process requirements refers to persons or committees who provide the chartered laboratory with explanations as to the application of the ISASecure specifications. This role SHALL be fulfilled by the ISCI Technical Steering Committee.
 
Requirement SDLA.R12 – Determining applicant eligibility 
The chartered laboratory SHALL be responsible for determining whether a potential client meets the scope for SDLA certification. The chartered laboratory MAY request guidance from ISCI in this matter. If the client does not concur with the decision of the chartered laboratory, they MAY use the compliant escalation process described in Requirements SDLA.R28 and SDLA.R29.
	
	
	
	

	6.5.3.1.2
SDLA 200
	Content of procedures

Requirement SDLA.R13 – Application steps procedure 
Procedures for processing a certification application SHALL identify the steps for the application, administrative/technical processing of the investigation in chronological order, personnel responsible for each stage of the process, and records maintained at various steps of the process.
 
Requirement SDLA.R14 – Maintenance of procedure for application 
Procedures for developing and maintaining certification application processing procedures SHALL identify personnel responsible for developing, reviewing and maintaining the procedures, the frequency for review, and personnel responsible for verifying that the procedures are being followed.
	
	
	
	

	5.2
SDLA – 300
	Certification application and criteria

Requirement ISASecure_SDL.R4 – Application requirements for certification 
Items specified as follows SHALL be submitted to the ISASecure SDLA certification process by an applicant for an initial certification or recertification: 
a) the development organization's documented SDL, which itself SHALL specify: 
i. whether it applies to development of components, systems or both; and 
ii. the scope of products to which the organization applies the process (which may be all products); and 
b) process artifacts and other evidence that allows the certifier to validate that the organization is following the SDL in accordance with the column labeled "Development Organization and SDL Validation Activity" in [SDLA-312] and Requirement ISASecure_SDL.R5 in the present document. The organization SHALL submit evidence as selected by the certifier from among those products that fall under the scope of the SDL. 

NOTE 1 The requirement for recertification is defined in Section 5.3. 
In accordance with the next requirement ISASecure_SDL.R5, for an initial certification, a supplier can request either a full SDLA evaluation or an SDLA readiness evaluation, for individual requirements in [SDLA-312]. A supplier that has passed validation of each requirement in [SDLA-312], under their choice of these two evaluation methods, may obtain certification. The option to evaluate requirements using an SDLA readiness evaluation means that the supplier may obtain certification before the SDL is fully practiced. Examination of artifacts from execution of the development process for specific products is not required for a readiness evaluation. Certification based upon a full SDLA evaluation requires such artifacts for many requirements, and has a longer expiration period than for a certification partially based upon readiness evaluation. Expiration is determined as described in requirement ISASecure_SDL.R8. 

Requirement ISASecure_SDL.R5 – Criteria for granting initial certification 
An initial ISASecure SDLA certification SHALL be granted to a development organization if all SDLA requirements in [SDLA-312] applicable to the scope of the SDL (systems, components or both), are assessed as pass. The certifier SHALL validate these requirements using one of the following evaluation methods. The evaluation method used for validation to determine passing status SHALL be agreed between the certifier and the supplier for each individual SDLA requirement. 
· SDLA full evaluation: evaluation as described in the column labeled “Development Organization and SDL Validation Activity” in [SDLA-312]. 
· SDLA Readiness evaluation: evaluation as described in the column labeled “Development Organization and SDL Validation Activity” in [SDLA-312], with the following modifications. These modifications are applied to all requirements for which the validation activity states that examination of artifacts from execution of the development process for specific products is mandatory, except for requirements in Appendix A of [SDLA-312]. o Omit from the existing validation activity, review of actual output (proof of execution) artifacts from execution of the development process for specific products 
· Verify that evidence of readiness to execute the process exists (such as training, tools, templates). 
NOTE 2 If the validation activity for a requirement in [SDLA-312] does not include mandatory examination of artifacts from execution of the development process, then the SDLA full evaluation and the SDLA readiness evaluation for that requirement are the same. Both are fully described by the validation activity defined in [SDLA-312]. 
NOTE 3 Listed below are the twenty-one requirements in [SDLA-312], outside of Appendix A of [SDLA-312], for which the validation activity states that examination of artifacts from execution of the development process for specific products is mandatory. For requirements not on this list, [SDLA-312] states in some cases that such artifacts may be examined as part of the validation activity, but are not mandatory.
	
	
	
	

	6.5.3.2
SDLA 200
	Evaluation
	
	
	
	

	6.5.3.2.1
SDLA 200
	Process requirements

Requirement SDLA.R15 – Assessment report 
The [ISO/IEC 17065] requirement 7.4.9 in sub clause 7.4 Evaluation, refers to documentation of evaluation results prior to review. This documentation SHALL at a minimum include an assessment report following the content and format of [SDLA-303], the SDLA assessment report sample. A report following this template SHALL also be provided to the client.
	
	
	
	

	6.5.3.2.2
SDLA 200
	Content of procedures
Requirement SDLA.R16 – Content of assessment methods or procedures 
Each assessment method or procedure SHALL have sufficient detail instructions that assure reasonable repeatability of assessments and include or address the: title, effective date, assessment data to be obtained and recorded, objective acceptance criteria for results, assessment techniques, where additional information to that in [SDLA-312] is required to meet these goals. 

Requirement SDLA.R17 – Sampling 
The chartered laboratory SHALL have and shall use adequate documented instructions on sampling techniques, where the absence of such instructions could jeopardize the effectiveness of the assessment process. 
NOTE Consideration should be given to sampling approaches for product development artifacts to be inspected during a recertification audit.

Requirement SDLA.R18 – Content of assessment data sheet 
Assessment data sheets or similar documents SHALL include the assessment procedure and specification used, date of the assessment, assessment report number, signature of the personnel performing the assessment, and assessment results. 

Requirement SDLA.R19 – Content of procedure maintenance procedures 
Procedures for developing and maintaining assessment methods and procedures SHALL identify the personnel responsible for developing, reviewing and maintaining the procedures, specify frequency of review by management, ensure consistency with recognized specifications, ensure that deviations still assure the process conforms with the specification, and ensure modifications are reviewed by personnel who are familiar with the specification. 

Requirement SDLA.R20 – Content of procedures for evaluating assessment data 
Procedures for evaluating assessment data SHALL require the investigator to: verify and use the latest specification edition, provide written justification of how a process complies with each section of the specification (including a reference to an assessment procedure). 

Requirement SDLA.R21 – Content of policy for evaluation of assessment data 
Policies on evaluation of assessment data SHALL identify personnel responsible for technical decisions on the specification, how to decide which applicable section of a specification applies, how to handle newly developed technologies when the specification does not apply; require that interpretations of the specifications are documented and made readily available for the appropriate investigators; and require the resolution of process discrepancies without the laboratory engaging in the redesign of the process, except to explain the failures in regard to the ISASecure specification. 

Requirement SDLA.R22 – Content of procedures for preparing technical reports 
Procedures for preparing technical reports SHALL BE written and SHALL: 
· Identify personnel responsible for preparation, review of technical content, and initial or revision approval; 
· Require the appropriate test and evaluation procedures; and 
· Ensure that technical corrections involve qualified personnel. 
	
	
	
	

	6.5.3.3
SDLA 200
	Directory of certified products [processes]
Requirement SDLA.R23 – Input to scheme directory 
With permission of the certification client, the chartered lab SHALL inform ISCI of each certification granted and provide a copy of the certificate, to support ISCI's central directory of ISASecure certifications. 

Requirement SDLA.R24 – Accuracy of certification status 
Proper controls SHALL be in place to assure accuracy of information on the certificate and in chartered laboratory records of certified entities.
	
	
	
	

	6.5.3.5
SDLA 200
	Changes affecting certification
Requirement SDLA.R25 – Intermediate audit for changed certification criteria 
Upon request of the client, the chartered laboratory SHALL audit compliance to a changed requirement, prior to its next recertification cycle. The outcome SHALL NOT negatively impact certification status. However, it MAY support the update of the client's current certification, to a more recent ISASecure SDLA version.
	
	
	
	

	6.5.3.6
SDLA 200
	Termination, reduction, suspension or withdrawal of certification

Requirement SDLA.R26 – Termination of certification 
Termination before expiration of a certification SHALL be supported by the chartered laboratory.

Requirement SDLA.R27 – Notification of termination of certification 
The chartered laboratory SHALL inform ISCI of any termination of an SDLA certification at the time it occurs.
	
	
	
	

	6.5.3.7
SDLA 200
	Complaints and appeals

Requirement SDLA.R28 – Escalation for complaints and appeals 
The published chartered laboratory process for handling complaints SHALL include the provision that complaints may be appealed to ISCI by the party bringing the complaint, if the internal chartered laboratory resolution procedure does not offer a resolution satisfactory to them. Appealed complaints SHALL first go to the ISCI Technical Steering Committee. They MAY be further appealed to the ISCI governing board, then to ASCI board of directors.
 
Requirement SDLA.R29 – Escalation for complaints and appeals related to application of specifications 
An appealed complaint may request a ruling on whether the ISASecure specifications were correctly applied in a specific instance. Such a complaint SHALL NOT be escalated to the ASCI board of directors, but is resolved within ISCI. This ruling could impact: 
· Whether the certification process is applicable to a particular organization that has applied for certification; 
· Whether or not a certification was granted; or 
· Adequacy of the SDL evaluation process by the chartered laboratory. 
NOTE ISCI or ASCI does not accept certification applications, nor process, grant, or revoke certifications. This is the role of a chartered laboratory. ISCI can assist in interpretation of the ISASecure SDLA specifications.
	
	
	
	

	6.6
SDLA 200
	Management system requirements
	
	
	
	

	6.6.3.1
SDLA 200
	General management system documentation

Requirement SDLA.R30 – Scope of procedures under management system 
Chartered laboratory procedures SHALL cover the entire "quality loop" from application for services to final assessment or listing of certification status, including follow-up services. 
Requirement SDLA.R31 – Responsibility for quality 
The chartered laboratory SHALL: 
· identify the personnel responsible for quality, other general and the specific responsibilities for quality, and the authority delegated to each activity; 
· specify the coordination necessary between different activities; and 
· identify the control over activities that affect quality. 
Requirement SDLA.R32 – Housekeeping 
Adequate measures SHALL be taken to ensure good housekeeping at the chartered laboratory facilities where evaluation activities are performed. 

Requirement SDLA.R33 – Artifact inventory 
Laboratory procedures for handling of artifact samples SHALL address item inventory. 

Requirement SDLA.R34 – Facility security 
Chartered laboratory measures and procedures related to security SHALL include provisions for: controlling access, off hours security, and fire protection for the facility; informing all personnel security policies; limiting distribution of confidential information; limiting access to and safe storage of records (including certificates and reports); back-up or off-site storage; and designate personnel responsible for monitoring security.
	
	
	
	

	6.6.3.2
SDLA 200
	Control of documents

Requirement SDLA.R35 – Processing for revisions to normative specifications 
Policies and procedures for distribution & control of normative specifications SHALL identify the personnel responsible for maintaining and distributing revised specifications, and a method to notify all relevant locations, including clients and agents, about modifications or amendments. 

Requirement SDLA.R36 – Archival of superseded specifications 
Superseded normative specifications SHALL be archived.
	
	
	
	

	6.6.3.3
SDLA 200
	Control of records

Requirement SDLA.R37 – Maintenance of records 
Records maintained for evaluation and certification SHALL identify the personnel responsible for maintaining records and how to correct or modify information on a record.
	
	
	
	

	5.3
SDLA – 300
	Certification expiration and recertification

Requirement ISASecure_SDL.R8 – Initial certification expiration 
The terms SDLA full evaluation and SDLA readiness evaluation used in this requirement are as defined in prior requirement ISASecure_SDL.R5. 
An initial ISASecure SDLA certification for which an SDLA full evaluation has passed for all SDLA requirements in [SDLA-312], SHALL remain valid until the end of the 36th month from when it is granted. 
An initial ISASecure SDLA certification for which an SDLA readiness evaluation has passed for all requirements in [SDLA-312], but one or more SDLA requirements has not passed an SDLA full evaluation, SHALL remain valid until the end of the 12th month from when it is granted. 

Requirement ISASecure_SDL.R9 – Extension of 36-month certification 
An organization MAY extend the expiration date for their existing 36-month certification by undergoing a recertification audit as described in ISASecure_SDL.R10. In particular, the certifier SHALL take actions as indicated in Table 1. Major conformity and minor nonconformity are defined based upon the concept of minimum requirements, where these terms are defined in Section 3. Minimum requirements are listed in the appendix to this document.

NOTE 2 If an organization's certification expires, then to regain certification the organization must begin again with the process of initial certification as described in Requirement ISASecure_SDL.R5. 

Requirement ISASecure_SDL.R10 – Recertification audit for 36-month certification 
For a recertification audit of an SDLA certification that had been granted with 36 months to expiration, the certifier SHALL verify for the previously certified development organization that: 
Changes and updates to the previously certified process, as recorded via the version control system in place under ISASecure_SDL.R1, comply with the current version of the ISASecure SDLA requirements. In particular: o There may be elements of the documented SDL process used by a development organization, that are employed in common with other SDLA certified development organizations for the same supplier. The check of compliance of changes and updates to these SDL elements against the current SDLA, toward recertification of any one of these development organizations, MAY be reused toward recertification of any other, if the check has taken place at most one year before a recertification is issued. 
· For any other elements of the SDL process for a development organization, this verification SHALL take place when granting the new certification. 
· The development organization is following all elements of its current SDL for products within the defined scope of the SDL. 
NOTE 3 The first sub bullet under the first major bullet in this requirement, is intended to efficiently support the case in which a supplier maintains one SDL that applies across many or all of its certified development organizations. An annual audit of a supplier’s common SDL process would ensure the first sub bullet is always met. However, neither a common supplier-wide process nor such an annual audit is required by these specifications. The second sub bullet acknowledges that even in the case of a common supplier SDL, there may also be some detailed SDL elements that are specific to particular development organizations and impact compliance with SDLA requirements. They are therefore subject to evaluation when recertifying that development organization. Examples are work instructions and tool configurations. 
NOTE 4 An audit of all elements of an SDL when granting any extension to a 36-month certification, would meet and exceed the criterion defined in the first major bullet of this requirement.

Requirement ISASecure_SDL.R12 – Extension of 12-month certification to 36 months 
A certifier SHALL grant an extension to an initial SDLA certification that had been granted with 12 months to expiration, if the following criterion is met. The new certification SHALL expire at the end of the month, 36 months after the granting of the prior 12-month certification. 
• All SDLA requirements that initially passed based upon an SDLA readiness evaluation have passed an SDLA full evaluation, where these evaluation types are defined in requirement ISASecure_SDL.R5 of this document. 

If this criterion has not been met as of the expiration date of the 12-month certification, SDLA certification SHALL expire. In this case, to regain SDLA certification, a development organization SHALL pass all requirements based upon an SDLA evaluation as defined in requirement ISASecure_SDL.R5.
	
	
	
	

	6.6.3.4
SDLA 200
	Management review
Requirement SDLA.R38 – Management follow-up review for deficiencies 
Internal quality audit policies and procedures SHALL specify the management review of reasons for deficiencies, conclusions, recommendations on corrective actions, and the effectiveness of corrective actions.
	
	
	
	

	6.6.3.5
SDLA 200
	Internal audits

Requirement SDLA.R39 – Basis for internal audits 
Internal quality audit policies and procedures SHALL specify the basis for conducting audits. 

Requirement SDLA.R40 – Contents included in internal audit reports 
Audit reports SHALL include the name(s) of the auditor(s), the areas audited, the dates of the audit and the signature of the auditor(s), the discrepancies encountered, corrective action plan (including time for completion and evidence of implementation), and review by upper management. 

Requirement SDLA.R41 – Internal audits of satellite facilities 
QA oversight of company owned satellite facilities SHALL include routine and documented internal audits of satellite facility personnel, regular headquarters review and audit of the quality assurance program and audits conducted by satellite personnel, and consistency of technical records and interpretations among all facilities.

Requirement SDLA.R42 – Implementation for permanent corrective actions 
Internal quality audit policies and procedures SHALL specify how permanent changes resulting from corrective actions are recorded in standard operating procedures, instructions, manuals and specifications.
	
	
	
	

	6.6.3.6
SDLA 200
	Complaints to SDLA certified clients

Requirement SDLA.R43 – Supplier process for disclosure of complaints related to noncompliance 
A chartered laboratory SHALL include the following in its signed agreement with the client organization: that the client organization has a documented process for meeting the requirements regarding complaints they receive related to compliance with SDLA requirements, that are found in ISO/IEC 4.1.2.2j. These requirements address handling and disclosure to the chartered laboratory of such complaints known to the certified organization, to the chartered laboratory. 
The intent of the following broader provision is to improve the SDLA program. 

Requirement SDLA.R44 – Supplier process for disclosure of complaints related to security development process effectiveness 
The signed agreement between the chartered laboratory and the client SHALL include the following provision. Any complaint regarding its SDL that is known to the certified organization that is determined to affect product security shall be brought to the attention of the chartered laboratory that granted a certification for the organization's SDL. The laboratory shall evaluate the impact on the organization conformance to the ISASecure SDLA requirements. 
Requirement SDLA.R45 – Disclosure to ISCI of complaints related to security development lifecycle effectiveness 
The chartered laboratory process for handling a report under Requirement SDLA.R44 SHALL include a process to advise ISCI if a modification to the ISASecure specifications should be considered based upon this event. This process SHALL be contingent upon approval from the client making the report, to disclose to ISCI any information concerning their SDL, whether or not it is attributed to their SDL.
	
	
	
	

	5.1
SDLA – 300
	Certification scope and definition

Requirement ISASecure_SDL.R1 – Definition of SDLA certification 
An SDLA certification SHALL apply to: 
· a named development organization or organizations 
· a named, documented security development lifecycle (SDL) process under version control that is made accessible to and used by that organization(s). 

Requirement ISASecure_SDL.R2 – Publication of SDL certification status 
If ISCI, the certifier, or a supplier publishes certification status information for a supplier's SDL in a public venue, information provided SHALL identify the development organization(s) and process for which the certification was granted, and the ISASecure version and expiration date for the SDLA certification. 
NOTE Expiration for certification is defined in Section 5.3.
	
	
	
	

	7
SDLA 200
	Accreditation of chartered laboratories
	
	
	
	

	7.1
SDLA 200
	Overview

To be recognized as a chartered laboratory for the ISASecure SDLA program, a laboratory shall attain the following accreditation, performed by an IAF/ILAC recognized accreditation body: 
· accredited to IAF ISO/IEC 17065, with technology scope of accreditation covering ISASecure SDLA certification. 

This internationally recognized accreditation shall be obtained by a laboratory within 18 months of obtaining a provisional chartered laboratory status, as described in Section 5. The following section discusses requirements for attaining provisional chartered laboratory status.
	
	
	
	

	7.2
SDLA 200
	Provisional chartered laboratory status

The evaluation for a candidate-chartered laboratory is performed by an assessor that has been qualified by an IAF/ILAC recognized accreditation body. A candidate organization shall apply for accreditation as required by the accreditation body. [ISASecure-202] provides the ASCI application process and forms for provisional chartered laboratory status based on the evaluation by the accreditation body. “Provisional” chartered laboratory status is a term applied by ASCI/ISCI within the ISASecure program and is not recognized or managed by the accreditation body. 
During the period when a chartered laboratory is operating in provisional status, ASCI shall be made aware of the laboratory’s expectations for receipt of formal internationally recognized accreditation by an IAF/ILAC organization. ASCI shall have the option to perform an interim review and update its evaluation for provisional status of the chartered laboratory 6 months after it is received. Once a chartered laboratory has achieved accreditation by an IEC 17011 accreditation body, that accreditation body determines the requirements and frequency for maintenance audits to maintain accredited status.
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	IIoT Component Security Assurance (ICSA)

	6.2
ICSA 200
	General requirements
	
	
	
	

	6.2.3
ICSA 200
	Requirement ICSA.R1 – Confidentiality for ASCI and ISCI 
The general confidentiality requirement in [ISO/IEC 17065] 4.5.1 SHALL be interpreted to include the requirement that neither ASCI nor ISCI shall have access to information generated during ISASecure evaluations, except by permission of the applicant, or as required to fulfill ISCI's oversight role as scheme owner.

Requirement ICSA.R3 – Internal distribution for assessment reports 
Procedures for report distribution internal to the chartered laboratory SHALL limit copies of test and assessment reports only to those that the chartered laboratory determines need the information to fulfill their work responsibilities. 

Requirement ICSA.R4 – Public availability of ISCI complaint escalation process 
The [ISO/IEC 17065] requirement 4.6d) in the sub clause 4.6 Publicly available information refers to procedures for handling complaints and appeals. This information SHALL include the information about complaints to ASCI/ISCI in 6.5.3.7 of this document. 

Requirement ICSA.R5 – Time delay from provision of consultancy 
The [ISO/IEC 17065] requirement 4.2.10 refers to the period of time between personnel having provided consultancy for a product and reviewing or making a certification decision. The minimum time period SHALL be two years. 

Requirement ICSA.R6 – Notification of changes to certification requirements 
The chartered laboratory SHALL have processes to keep interested parties informed of changes to certification requirements (such as changes to legal agreements associated with the certification process). Since the supplier must maintain an SDLA certification in order to maintain an existing ICSA certification over time, the certification body SHALL inform the holder of an ICSA certification regarding changes to the SDLA certification criteria, as also required by the SDLA scheme in [SDLA-200]. The certification body SHALL also inform the supplier of changes to other ICSA certification criteria, as these changes will affect certification of upgrades (as defined in 3.1.31) of a certified component in accordance with [ICSA-301], so will be required by the supplier for planning purposes.
	
	
	
	

	6.3
ICSA 200
	Structural requirements
	
	
	
	

	6.3.3
ICSA 200
	Requirement ICSA.R7 – Organizational affiliations 
When the separate legal entity as in [ISO/IEC 17065] 4.2.7 is a major user of certified products, the personnel of the separate legal entity shall not be involved in the management of the certification body, the review, or the certification decision.
 
Requirement ICSA.R8 – Financial affiliations 
The following requirements apply to a chartered laboratory regarding its financial affiliations with suppliers and users of auditable products. The term "auditable product" is defined in 3.1.4. A supplier of auditable products is typically a certification client of the chartered laboratory. However, other organizations could also sell these products, and these cases are covered in this requirement as well. 
· A chartered laboratory or a major owner of the chartered laboratory SHALL NOT: 
· provide significant financing to a supplier or to  a major user of auditable products; 
· be a major owner of a supplier or of a major user of auditable products; 

· chartered laboratory SHALL NOT
· receive significant financing from a supplier or from a major user of auditable products, or their major owners; 
· have as a major owner, an organization that is a supplier or a major user of auditable products, or a major owner of such an organization; 
· A person involved in the management of the certification body, the review, or the certification decision for the chartered laboratory SHALL NOT have a significant financial interest in a supplier or major user of auditable products. 

Requirement ICSA.R9 – Chartered laboratory sales and purchases 
The following requirements apply to a chartered laboratory regarding its sales and purchase activities: 

· A chartered laboratory SHALL NOT have significant sales of any products or services to suppliers of auditable products, other than certification services; 
· A chartered laboratory SHALL NOT sell auditable products; 
· Prices and agreements related to any products or services that a chartered laboratory purchases from a supplier of auditable products SHALL NOT have dependencies on related certification activity. 
	
	
	
	

	6.4
ICSA 200
	Resource requirements
	
	
	
	

	6.4.3.1
ICSA 200
	Personnel qualifications

Requirement ICSA.R10 – FSA-IC, SDA-IC, and SMA auditor minimum qualifications 
The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that are responsible for evaluation to FSA-IC, SDA-IC and SMA requirements SHALL include those specified in Table 4. 
The level of knowledge required for IEC 62443 as indicated in the last row of Tables 4-5, SHALL at a minimum be sufficient for the individual to prepare and present a one-hour overview on the scope of application and contents of the standard, and be capable of quickly finding the answers to questions about what the standard requires on a particular topic, if given access to the text of the standard. For the other security standards and practices listed in the table, the level of knowledge required SHALL at a minimum be equivalent to 8 hours of training on the standard or practice.
If the individual meets all qualifications for an auditor role that use the term “control systems,” then the professional certification qualification may be initially met if the individual achieves the equivalent of a professional certification from lists shown in the above table, with the exception of any certification qualification for a minimum duration of cybersecurity experience. If the chosen certification offers formal recognition for individuals meeting all certification criteria, but without sufficient experience to achieve the full certification (for example as "Associate of ISC2" for CISSP), the individual SHALL obtain this recognition to initially satisfy this professional certification qualification. 
In all cases, to remain qualified after this initial qualification is achieved, the chartered lab SHALL plan and monitor the individual’s progress toward a full professional certification equivalent to one on the specified lists. Several of these professional certification programs offer a “starter” credential that does not require experience, where the full credential may be earned later. Other programs do not have an experience requirement. 
NOTE If a candidate for auditor meets all qualifications in a column of Table 4 or Table 5 that use the term “control systems,” then GICSP or a similar control-system focused professional certification is recommended.

Requirement ICSA.R11 – Chartered laboratory requirement for personnel with full professional certifications 
Two years after a chartered laboratory receives initial CSA accreditation, all ICSA certification evaluations toward ICSA certificates issued by the chartered laboratory SHALL be performed under the technical oversight of individuals holding a relevant professional certification as specified in the second row of Table 4 or Table 5. 
NOTE 1 CSA accreditation is a prerequisite for ICSA accreditation. 
NOTE 2 The requirements ICSA.R10 and ICSA.R12 imply that a chartered laboratory may initiate ISCA certification operations before their auditors/evaluators have met the experience requirement for a full professional certification listed under those requirements. ICSA.R11 requires that ultimately, lead auditors/evaluators must meet these experience requirements and fully achieve one of these professional certifications. 

Requirement ICSA.R12 – VIT-IC lead evaluator minimum qualifications 
The [ISO/IEC 17065] requirement 6.1.2.1a) in the sub clause 6.1.1 Management of competence for personnel involved in the certification process refers to competencies of personnel involved in the certification process. The minimum qualifications for personnel that that are responsible for the technical aspects of VIT testing and interpretation of results shall include those specified in Table 5.

Requirement ICSA.R13 – Currency of skills and knowledge 
Staff training SHALL BE kept up-to-date and staff SHALL keep up-to-date of current normative specification issues (includes participation in technical groups or committees).
	
	
	
	

	6.5
ICSA 200
	Process requirements
	
	
	
	

	6.5.3.1
ICSA 200
	Application
	
	
	
	

	6.5.3.1.1
ICSA 200
	Process requirements

Requirement ICSA.R14 – Determining application of specifications 
The [ISO/IEC 17065] requirement 7.1.3 in clause 7 Process requirements refers to persons or committees who provide the chartered laboratory with explanations as to the application of the ISASecure specifications. This role SHALL be fulfilled by the ISCI Technical Steering Committee. 
Requirement ICSA.R15 – Determining applicant eligibility 
The chartered laboratory SHALL be responsible for determining whether a product presented by a potential client meets the scope for an ICSA certification, and which 62443 and IIoT component type(s) apply to the product (software application, embedded device, host device, network device, IIoT device, IIoT gateway). The chartered laboratory MAY request guidance from ISCI in this matter. If the client does not concur with the decision of the chartered laboratory, they MAY use the compliant escalation process described in Requirements ICSA.R41 and ICSA.R42.
	
	
	
	

	6.5.3.1.2
ICSA 200
	Content of procedures

Requirement ICSA.R16 – Application steps procedure 
Procedures for processing a certification application SHALL identify the steps for the application, administrative/technical processing of the investigation in chronological order, personnel responsible for each stage of the process, and records maintained at various steps of the process. 
Requirement ICSA.R17 – Maintenance of procedure for application 
Procedures for developing and maintaining certification application processing procedures SHALL identify personnel responsible for developing, reviewing and maintaining the procedures, the frequency for review, and personnel responsible for verifying that the procedures are being followed.
	
	
	
	

	5.1
ICSA – 300
	Certification tier and version
Requirement ISASecure_IC.R1 – Application for a certification tier 
When a supplier applies for certification of a component, the certification applicant SHALL specify the highest tier for which they would like to achieve component certification. The tiers possible are Core or Advanced. The certifier SHALL award certification to a component at the highest tier for which the component qualifies. 

Requirement ISASecure_IC.R2 – Prior certifications 
When applying for ISASecure certification of a component, the applicant SHALL specify one of: 
· this is an initial certification
· this component or an earlier version has achieved an ISASecure CSA or ICSA certification, which is offered as evidence toward this certification. 
NOTE 1 As discussed in Clause 1, the separate document [ICSA-301] defines certification criteria for the second case.
	
	
	
	

	5.2
ICSA – 300
	Initial certification

Requirement ISASecure_IC.R4 – ISASecure application requirements for an initial certification 
Items specified as follows SHALL be submitted to the ISASecure ICSA certification process by an applicant for an initial certification: 
a) List of essential functions of the component, in accordance with the definition in 3.1.5, including (optionally) a list of events where associated event record data is considered to be essential history data 
b) Component product hardware and/or software, that is or will be unambiguously identifiable and specifiable by an end customer for procurement, in a hardware/software configuration that enables all of the procured software functionality of the product (for certifier testing under FSA-IC and VIT-IC) 
c) End user documentation for the component, (printed, on-line or otherwise) that is delivered along with, or made available to, an end customer who purchases the product submitted for certification 
d) List of end user accessible interfaces and implemented IP protocols, which should include all interfaces such that: 
•the supplier recommends the interface to customers as suitable for use during operation or maintenance; and 
• the interface supports any IP protocol, for operation or instrumentation; and 
• connection to the interface can occur without physical reconfiguration of the normal operational configuration. 
e) Those end user accessible interfaces identified as supported for direct connection to an untrusted network 
f) Description of any intended component defensive behavior, which is information for each IP protocol supported by the component, that indicates one of: 
• traffic received under that protocol is not subject to rate limiting, in other words the design of the component does not distinguish between rates of incoming traffic 
• traffic received by the component is subject to rate limiting. 
g) Other technical items as required by the specifications listed in Clause 2; and 
h) Administrative and potentially additional technical items defined by the certifier. 

NOTE: The effect of identifying an interface to an untrusted network is that this interface will be in scope for certification criteria that explicitly refer to untrusted network connections. 
The certifier SHALL in the course of certification activities, review the supplier submissions upon which these activities depend. The review SHALL verify completeness and consistency of these submissions with definitions in the ICSA specifications and with the product as presented for certification. The supplier SHALL make revisions to these submissions if found necessary in this review. 
[ISDLA-312] contains the list of requirements on component development process that a certifier assesses for SDLPA-IC and SDA-IC. [ICSA-311] contains the security functions list that is assessed based upon component type(s), for FSA-IC. [SSA-420] defines requirements on a certifier for carrying out VIT-IC. Validation activities for compliance with these requirements include documentation review and independent test. The following requirement states the full set of criteria for ICSA certification, which relies upon these detailed specifications.
	
	
	
	

	6.5.3.2
ICSA 200
	Evaluation

Requirement ICSA.R18 – Current ISASecure specifications 
[ISO/IEC 17025] 7.2.1.3 on selection of test methods, specifies using the latest valid version of the standards upon which tests are based, where appropriate. The appropriate versions of ISASecure specifications to use for a certification SHALL be identified in accordance with transition policies and specification listings found on the ISASecure web site at https://www.ISASecure.org. The current versions of all specifications for an ISASecure program are listed in the specification numbered “102,” as in [ICSA-102] for ICSA.

Requirement ICSA.R21 – VIT-IC report 
Detailed reporting on VIT-IC results for a component SHALL be carried out in accordance with the requirements on VIT-IC reporting in the technical specification for VIT-IC, which is listed in the normative references for [ICSA-300].

Requirement ICSA.R22 – Assessment report 
The [ISO/IEC 17065] requirement 7.4.9 in sub clause 7.4 Evaluation, refers to documentation of evaluation results prior to review. This documentation SHALL at a minimum include an assessment report following the content and format of [ICSA-303], the ICSA assessment report sample. A report following this template SHALL also be provided to the client.
	
	
	
	

	5.2
ICSA – 300
	Initial certification

Requirement ISASecure_IC.R5 – Criteria for granting an initial certification 
An initial ISASecure ICSA certification for one of Core tier or Advanced tier SHALL be granted for a component if the following requirements are met, as defined in Table 1 and the reference documents shown.
	
	
	
	

	6.5.3.2.3
ICSA 200
	Content of procedures

Requirement ICSA.R28 – Equipment calibration 
Persons responsible for the calibration of equipment (where applicable) and authorized to perform each type of calibration SHALL be identified. Records for each calibration SHALL contain sufficient information to permit their repetition. 

Requirement ICSA.R29 – Content of test or assessment methods or procedures 
Each test or assessment method or procedure SHALL have sufficient detail instructions that assure reasonable repeatability of the test or assessment and include or address the: title, effective date, assessment or test data to be obtained and recorded, objective acceptance criteria for results, test or assessment techniques, where additional information to that required by the ICSA technical specifications is required to meet these goals. In addition, test procedures SHALL include or address: specific test equipment to use and instructions for handling the equipment.

Requirement ICSA.R31 – Content of test or assessment data sheet 
Each test or assessment data sheet or similar document SHALL include the test or assessment procedure and specification used, date of the test or assessment, test or assessment report number, signature of the personnel performing the test or assessment, and test or assessment results. In addition, test data sheets shall include the product or component tested and test equipment used. 

Requirement ICSA.R32 – Content of procedure maintenance procedures 
Procedures for developing and maintaining test or assessment methods and procedures SHALL identify the personnel responsible for developing, reviewing and maintaining the procedures, specify frequency of review by management, ensure consistency with recognized specifications, ensure that deviations still assure the product, component or process conforms with the specification, and ensure modifications are reviewed by personnel who are familiar with the specification. 

Requirement ICSA.R33 – Content of procedures for evaluating test or assessment data 
Procedures for evaluating test or assessment data SHALL require the investigator to: verify and use a latest appropriate specification edition (per ICSA.R18), provide written justification of how a product, component or process complies with each section of the specification (including a reference to a test or assessment procedure), and address components not listed by the supplier.
Requirement ICSA.R34 – Content of policy for evaluation of test or assessment data 
Policies on evaluation of test or assessment data SHALL identify personnel responsible for technical decisions on the specification, how to decide which section of a specification applies, how to handle newly developed technologies when the specification does not apply; require that interpretations of the specifications are documented and made readily available for the appropriate investigators; and require the resolution of product, component or process discrepancies without the laboratory engaging in the redesign, except to explain the failures in regard to the ISASecure specification. 

Requirement ICSA.R35 – Content of procedures for preparing technical reports 
Procedures for preparing technical reports SHALL BE written and SHALL: 
· Identify personnel responsible for preparation, review of technical content, and initial or revision approval; 
· Require the appropriate test and evaluation procedures; and 
· Ensure that technical corrections involve qualified personnel. 
	
	
	
	

	6.5.3.3
ICSA 200
	Directory of certified products

Requirement ICSA.R36 – Input to scheme directory 
The chartered laboratory SHALL inform ISCI of each certification granted and provide a copy of the certificate, to support ISCI's central directory of ISASecure certifications. 

Requirement ICSA.R37 – Accuracy of certification status 
Proper controls SHALL be in place to assure accuracy of information on the certificate and in chartered laboratory records of certified entities.
	
	
	
	

	6.5.3.6
ICSA 200
	Termination, reduction, suspension or withdrawal of certification

Requirement ICSA.R38 – Suspension, restoral, withdrawal or termination of certification 
An ISASecure ICSA product certification SHALL remain valid for a product and its updates, or be suspended, restored, or withdrawn in accordance with [ICSA-301] Requirement ISASecure_ICM.R2. 
The certification body SHALL terminate a certification if the supplier reports to them that the product has left support status under the ISASecure SDLA-certified SDL process, or if the supplier otherwise requests termination of the certification for any reason. 
If the certifier determines the supplier has not participated in good faith in the certification process, the certifier SHALL withdraw the certification. 
The following requirement includes actions as referenced in [ISO/IEC 17065] sub clause 7.11.3, that are required by the scheme upon termination, suspension or withdrawal.
 
Requirement ICSA.R39 – Notification of certification status change and certificate updates 
The chartered laboratory SHALL provide ISCI an updated certificate after each SMA (per 6.5.3.4) for a certified component, where these updates are as described in [ICSA-204]. The chartered laboratory SHALL inform ISCI of any suspension, restoral, withdrawal or termination of an ISASecure product certification at the time it occurs. In the case of suspension or restoral, the chartered laboratory SHALL at this time provide ISCI with an annotated certificate indicating suspension or restoral, where these annotations are as described in [ICSA-204]. The chartered laboratory SHALL inform the supplier that ISCI posts certificates granted and updates, upon receipt from the chartered laboratory, except that the supplier may request a delay of up to 90 days from the grant date for posting of certificates granted. 
NOTE The action to terminate or withdraw a certificate that is granted, but not yet posted on the ISCI website, will not be posted by ISCI.
	
	
	
	

	6.5.3.7
ICSA 200
	Complaints and appeals

Requirement ICSA.R40 – Complaints regarding evaluations or certifications 
A chartered laboratory SHALL be responsible for managing the resolution of complaints related to any aspect of compliance for a product it evaluated or certified. 
Requirement ICSA.R41 – Escalation for complaints and appeals 
The published chartered laboratory process for handling complaints SHALL include the provision that complaints may be appealed to ISCI by the party bringing the complaint, if the internal chartered laboratory resolution procedure does not offer a resolution satisfactory to them. Appealed complaints SHALL first go to the ISCI Technical Steering Committee. They MAY be further appealed to the ISCI governing board, then to the ASCI board of directors. 

Requirement ICSA.R42 – Escalation for complaints and appeals related to application of specifications 
An appealed complaint MAY request a ruling on whether the ISASecure specifications were correctly applied in a specific instance. Such a complaint SHALL NOT be escalated to the ASCI board of directors, but is resolved within ISCI. This ruling could impact: 
· Whether the certification process is applicable to a particular product that has applied for certification; 
· Whether or not a certification was granted; or 
· Adequacy of the product evaluation process by the chartered laboratory. 
NOTE Neither ISCI nor ASCI accept certification applications, nor process, grant, or revoke certifications. This is the role of a chartered laboratory. ISCI can assist in interpretation of the ISASecure specifications.
	
	
	
	

	6.6
ICSA 200
	Management system requirements
	
	
	
	

	6.6.3.1
ICSA 200
	General management system documentation

Requirement ICSA.R43 – Scope of procedures under management system 
Chartered laboratory procedures SHALL cover the entire "quality loop" from application for services to final assessment or listing of certification status, including follow-up services. 
Requirement ICSA.R44 – Responsibility for quality 
The chartered laboratory SHALL: 
· Identify the personnel responsible for quality, other general and the specific responsibilities for quality, and the authority delegated to each activity; 
· Specify the coordination necessary between different activities; and 
· Identify the control over activities that affect quality. 

Requirement ICSA.R45 – Housekeeping 
Adequate measures SHALL be taken to ensure good housekeeping at the chartered laboratory facilities where evaluation activities are performed.
 
Requirement ICSA.R46 – Item inventory 
Laboratory procedures for handling of artifacts, or customer or laboratory equipment to be tested or used in tests, SHALL address item inventory.
 
Requirement ICSA.R47 – Facility security 
Chartered laboratory measures and procedures related to security SHALL include provisions for: controlling access, off hours security, and fire protection for the facility; informing all personnel security policies; limiting distribution of confidential information; limiting access to and safe storage of records (including certificates and reports); back-up or off-site storage; and designate personnel responsible for monitoring security.
	
	
	
	

	6.6.3.2
ICSA 200
	Control of documents

Requirement ICSA.R48 – Processing for revisions to normative specifications 
Policies and procedures for distribution and control of normative specifications SHALL identify the personnel responsible for maintaining and distributing revised specifications, and a method to notify all relevant locations, including clients and agents, about modifications or amendments. 

Requirement ICSA.R49 – Archival of superseded specifications 
Superseded normative specifications SHALL be archived.
	
	
	
	

	6.6.3.3
ICSA 200
	Control of records

Requirement ICSA.R50 – Maintenance of records 
Records maintained for evaluation and certification SHALL identify the personnel responsible for maintaining records and how to correct or modify information on a record.
	
	
	
	

	6.6.3.4
ICSA 200
	Management review

Requirement ICSA.R51 – Management follow-up review for deficiencies 
Internal quality audit policies and procedures SHALL specify the management review of reasons for deficiencies, conclusions, recommendations on corrective actions, and the effectiveness of corrective actions.
	
	
	
	

	6.6.3.5
ICSA 200
	Internal audits

Requirement ICSA.R52 – Basis for internal audits 
Internal quality audit policies and procedures SHALL specify the basis for conducting audits. 
Requirement ICSA.R53 – Contents included in internal audit reports 
Audit reports SHALL include the name(s) of the auditor(s), the areas audited, the dates of the audit and the signature of the auditor(s), the discrepancies encountered, corrective action plan (including time for completion and evidence of implementation), and review by upper management. 

Requirement ICSA.R54 – Internal audits of satellite facilities 
QA oversight of company owned satellite facilities SHALL include routine and documented internal audits of satellite facility personnel, regular headquarters review and audit of the quality assurance program and audits conducted by satellite personnel, and consistency of technical records and interpretations among all facilities. 

Requirement ICSA.R55 – Implementation for permanent corrective actions 
Internal quality audit policies and procedures SHALL specify how permanent changes resulting from corrective actions are recorded in standard operating procedures, instructions, manuals and specifications.
	
	
	
	

	6.6.3.6
ICSA 200
	Complaints to suppliers of ICSA certified products
Requirement ICSA.R56 – Supplier process for disclosure of complaints related to noncompliance 
A chartered laboratory SHALL include the following in its signed agreement with the client organization: that the client organization has a documented process for meeting the requirements regarding complaints they receive related to compliance with ISASecure product certification requirements, that are found per [ISO/IEC 17065] 4.1.2.2j. These requirements address handling and disclosure to the chartered laboratory of such complaints known to the certified organization, to the chartered laboratory. 
The intent of the following broader provision is to improve the ISASecure product certification programs. 

Requirement ICSA.R57 – Supplier process for disclosure of complaints related to security of ISASecure certified product 
The signed agreement between the chartered laboratory and the client SHALL include the following provision. Any complaint regarding its certified product that is known to the supplier organization and that is determined to affect product security shall be brought to the attention of the chartered laboratory that granted the product certification. The laboratory shall evaluate the impact on the product conformance to the ISASecure ICSA requirements. 

Requirement ICSA.R58 – Disclosure to ISCI of complaints related to ISASecure certified product 
The chartered laboratory process for handling a report under Requirement ICSA.R57 SHALL include a process to advise ISCI if a modification to the ISASecure specifications should be considered based upon this event. This process SHALL be contingent upon approval from the client making the report, to disclose to ISCI any information concerning their product, whether or not it is attributed to their product.
	
	
	
	

	5.1
ICSA – 300
	Certification tier and version

Requirement ISASecure_IC.R3 – Publication of component certification status 
If ISCI, the certifier, or the component supplier publishes certification status information for certified components in a public venue, information provided SHALL specify the version(s) of the component to which the ISASecure ICSA certification applies, and the version of the certification achieved, such as ISASecure ICSA 1.0.0. 
NOTE 2 It is not necessary to list all certified product versions, but rather to indicate the versions in scope for the certification in some manner, such as 3.1.x.
	
	
	
	

	7
ICSA 200
	Accreditation of chartered laboratories
	
	
	
	

	7.1
ICSA 200
	Overview

Technical readiness assessment is based upon review of documented laboratory processes and procedures as well as review of artifacts from sample audits carried out by the laboratory on a component, as described in Section 7.3. To be recognized as a chartered laboratory for the ISASecure ICSA program (beyond the initial grace period defined in 5.3), a laboratory shall attain the following accreditations, performed by an IAF/ILAC recognized accreditation body: 
· Accredited to IAF ISO/IEC 17065, with technology scope of accreditation covering ISASecure ICSA certification; and 
· Accredited to ISO/IEC 17025, with technology scope of accreditation covering ISASecure ICSA FSA-IC and VIT-IC specifications. 
This internationally recognized accreditation shall be obtained by a laboratory within 18 months of obtaining provisional ICSA chartered laboratory status, as described in Section 5.2. The following section discusses requirements for attaining provisional chartered laboratory status.
	
	
	
	

	7.2
ICSA 200
	Provisional chartered laboratory status

The evaluation for a candidate-chartered laboratory is performed by an assessor that has been qualified by an IAF/ILAC recognized accreditation body. A candidate organization shall apply for accreditation as required by the accreditation body. A candidate-chartered laboratory also applies to ASCI using the form [ISASecure-202]. “Provisional” chartered laboratory status is a term applied by ASCI/ISCI within the ISASecure program and is not recognized or managed by the accreditation body. 
During the period when a chartered laboratory is operating in provisional status, ASCI shall be made aware of the laboratory’s expectations for receipt of formal internationally recognized accreditation by an IAF/ILAC organization. ASCI shall have the option to perform an interim review and update its evaluation for provisional status of the chartered laboratory 6 months after it is received. Once a chartered laboratory has achieved accreditation by an IEC 17011 accreditation body, that accreditation body determines the requirements and frequency for maintenance audits to maintain accredited status.
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